3apeructpmnpoBaHo B MuHiocte Poccum 31 mas 2013 r. N 28608

OEAEPA/IbHAA CNYXKBA NO TEXHUYECKOMY U 3KCNOPTHOMY KOHTPO/JIIO

NPUKA3
ot 11 ¢espansa 2013 r. N 17

OB YTBEPXAEHWUM TPEGOBAHWUIA
O 3ALMUTE UHOGOPMALIUU, HE COCTABAAIOLLEN TOCYAAPCTBEHHYIO TAHY,
COLEPXALLENCA B TOCYAAPCTBEHHbIX UHOOPMALIMOHHbIX CACTEMAX

B cooTtBeTcTBUM C YacTbio 5 cTaTb 16 PegepanbHOro 3akoHa ot 27 mona 2006 r. N 149-d3 "06
nHbopmaunmM, MHPOPMALMOHHBIX  TeXHoMOorMsaXx WU o  3awuTe  uMHbopmaumn"  (CobpaHue
3aKoHogaTenbcTBa Poccuitckoit deaepauymm, 2006, N 31, cT. 3448; 2010, N 31, c1. 4196; 2011, N 15, cT.
2038; N 30, cT. 4600; 2012, N 31, cT. 4328) 1 MonoxkeHnem o denepanbHOM cnyKbe No TEXHUYECKOMY U
3KCNOPTHOMY KOHTPOO, YTBEPXKAEHHbIM YKazom [Mpe3ngeHTa Poccuiickonn deaepaunm ot 16 asrycta
2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTea Poccuiickon depepaumun, 2004, N 34, ct. 3541; 2006, N
49, c1.5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), npuKasbliBalo:

1. YtBepautb npunaraemble TpeboBaHWs O 3awmTe WHGOPMALUKM, HE COCTaBAsAIOLLEN
rocyAapCTBEHHYIO TalHY, COAEPKaLLenca B rocyAapCTBEHHbIX MHGOPMALIMOHHbIX CUCTEMAX.

2. YCTaHOBMUTb, YTO YKa3aHHble B NMyHKTe 1 HacToAwero npukasa TpeboBaHWsA NpUMeEHAOTCA ANA
3alWNUTbI MHPOPMALMU B FOCYAapPCTBEHHbIX MHPOPMALIMOHHbIX cucTemax ¢ 1 ceHTabpa 2013 r.

Oupektop

depepanbHO CNy>KObl NO TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOJIIO

B.CE/IMH

YTBepKaeHbl
npukasom OCTIK Poccum
ot 11 ¢eBpana 2013 r. N 17

TPEBOBAHUA
O 3ALMUTE UHOGOPMALIUU, HE COCTABNAIOLLEN TOCYAAPCTBEHHYIO TAHY,
COLEPXALLENCA B TOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CUCTEMAX

I. Obuwme nonoxKeHus

1. Hactosawme TpeboBaHuA pa3paboTaHbl B cOOTBETCTBMM ¢ PeaepasibHbIM 3aKOHOM OT 27 miona
2006 r. N 149-#3 "0O6 uHbopmauum, MHPOPMALMOHHbLIX TEXHOMOTMAX M O 3awmTe MHPopmaumm"
(CobpaHue 3akoHogaTtenbcTBa Poccuiickoit depepaumm, 2006, N 31, cr. 3448; 2010, N 31, cT. 4196;
2011, N 15, ct. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328), a TaK}Ke C y4€TOM HaLMOHaNbHbIX CTaHAAPTOB
Poccuiickolt depepaunn B 061acTi 3amTbl MHGOPMaLMK U B 061aCTU CO34aHNA aBTOMATU3MPOBAHHbIX
cucTem (Janee - HaUMOHabHbIE CTaHAAPTbI).

2. B [OKymeHTe ycTaHaBAMBatoTcA TpeboBaHMs K obecneyeHuto 3awmtbl  MHPoOpmaLmm
OrPaHMYEHHOro AOCTYMa, He CoAepXKaLLel CBeAEHMSA, COCTaBASIOWME FOCYAAaPCTBEHHYIO TallHy (fanee -
MHbOPMaAUMA), OT YTEYKM NO TEXHUYECKMM KaHanaM, HeCaHKUMOHMPOBAHHOIO AO0CTYMa, CheLuanbHbIX
BO34ENCTBMI Ha TaKylo MHPopmaumio (HocuTenn nHbopmaLmm) B Lensx ee fo06bIBaHUA, YHUUTOXKEHUS,
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WUCKaXKeHUa uAM BNOKUPOBaHMA AocTyna K Hel (manee - 3awuTta mHPopmauum) npu obpaboTtke
YKa3aHHOM MHPOPMaLMM B roCyAapcTBEHHbIX MHOOPMALNOHHBIX CUCTEMAX.

Hactoawme TpeboBaHMA MOryT MPUMEHSTbCA A0a 3aWuTbl obuweaocTynHor wuHbopmauuu,
cozeprKallenca B rocyfapcTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, 1A SOCTUNKEHUA LeNel, yKa3aHHbIX B
nyHKTax 1 n 3 yactn 1 ctatbm 16 ®enepanbHOro 3akoHa ot 27 ntona 2006 r. N 149-d3 "06 nHbopmaumu,
MHGOPMAUMNOHHbBIX TEXHONOTUAX U O 3awmTe MHGopmaummn".

B L[OKymeHTe He paccmaTpuBatoTca TpeboBaHMA O 3awmte WMHOOPMAUMM, CBA3AHHbIE C
NPUMeHeHMEM  KpunTorpaduyeckmx  MeToaoB  3awuTbl  MHbOpMaAuMm U WKNPPOBaANbHbIX
(KpunTOrpaduUecknx) cpeacTs 3aLmTbl UHGOPMALUN.

3. Hactoawme TpebosaHua sasnaoTca obA3aTencHbiMM MNpu  obpabotke WHOOpmaummn B
rocyapCTBEHHbIX WMHPOPMALMOHHBIX cUCTEMAX, OYHKUMOHUPYIOWMX Ha Tepputopum Poccuiickol
depepaunn, a TakKe B MYHUUMNANBbHbIX MHPOPMALMOHHBIX CUCTEMAX, €CIN UHOE He YCTAaHOBJ/IEHO
3aKoHoAaTeNnbCTBOM Poccuinckon Pepepaumm 0 MECTHOM CaMOyMpaBAeHUN.

Hactosawue TpeboBaHUA HE PACAPOCTPAHAIOTCA HA rOCYAAPCTBEHHbIE MHPOPMALMOHHbIE CUCTEMDI
AamuHuctpauum MpesungeHTa Poccuiickoit Peagepaunn, Coseta besonacHocT Poccuiickon Pegepaumm,
depepanbHoro CobpaHus Poccuiickon ®epepaumn, [MpaBuTtenbctBa Poccuitickolt  deaepauumy,
KoHctutyumoHHoro Cyaa Poccuiickon ®eaepauymm, BepxosHoro Cyaa Poccuitckoit Pegepaumnu, Boiciero
ApbutpaxkHoro Cyaa Poccuiickont ®epepaumm n depepanbHol cnyxKbbl 6esonacHocTM Poccuiickomn
depepaunn.

4. Hactoawme TpeboBaHuA npeaHasHayeHbl Ana obnagateneit MHGOPMaLMM, 3aKA3UMKOB,
3aKNHOYMBLLINX FTOCYAAPCTBEHHbIM KOHTPAKT Ha CO34aHMe rocyapcTBEHHOM MHPOPMALIMOHHON CUCTEMDI
(manee - 3aKa34MKM) M ONEPATOPOB rOCYAaPCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM (Zanee - onepaTopbl).

Jlnuo, obpabaTtbiBatowee WHPOPMALUMIO, ABAAIOLLYIOCA FOCYAAPCTBEHHbIM MHPOPMALMOHHBLIM
pecypcom, Mo nopydyeHuo obnagatens wuHbopmauum (3akasumka) wuam  onepatopa U (nan)
npeaocTaBasiollee MM BbIMUCAUTE/NbHbIE pecypcbl (MowHocTM) ans ob6bpaboTkM MHbOpMaLUKM Ha
OCHOBAHWMM 3aKIOYEHHOro AoroBopa (ganee - yno/JIHOMOYEHHOe /Muo), obecneuyvMBaer 3awWuUTy
nHpopmauum B COOTBETCTBMWU C 3aKoHodaTenbcTBOM Poccuiickont degepaumm 06 uHdpopmauuu,
MHGOPMALMOHHBIX TEXHOMOMUAX M O 3awwmTe MHbopmaLmn. B norosope fonKHa 6bITb NpesycMoTpeHa
06A3aHHOCTb  YNO/NIHOMOYEHHOTO  AMua  obecneumBaTb  3alWUTY  MHOOPMALUKM,  ABASIOLWENCA
rocyAapcTBeHHbIM MHPOPMALLMOHHBIM PECYPCOM, B COOTBETCTBUM C HAcTOALWMMM TpeboBaHMAMM.

5. Mpn 06paboTKe B rocyaapcTBeHHOMW MHOOPMALMOHHOW cucteme MHGOPMaLMKU, cCoAep Kallei
NnepcoHanbHble AaHHble, HacToAwMe TpebOBaHUA NMPUMEHAIOTCA Hapady C TPeboBaHMAMM K 3awuTe
NePCOHANbHbIX AaHHbIX MPU UX 06pPaboTKe B MHOOPMALMOHHBIX CUCTEMAX NEPCOHANbHbLIX AAHHbIX,
YTBEPKAEHHbIX NocTaHoBAeHUem lMpasuTenbctBa Poccuiickont Pegepaumm ot 1 Hoabpsa 2012 r. N 1119
(CobpaHue 3akoHogaTenbcTBa Poccuiickoit depepauymm, 2012, N 45, cT. 6257).

6. Mo peweHnto obnagatenna nHopmauum (3akasumka) nam onepatopa Hactoawme TpebosaHuA
MOTYT  MPUMEHATbCA  ANA  3awuTbl  UHOGOPMAUMKM, COAEep’KalleicA B HErocyAapCTBEHHbIX
MHOOPMALMNOHHBIX CUCTEMAX.

7. 3awwmTa MHPoOpMaLUK, coaeprKaLleinca B rocyaapcTBeHHOM MHGOPMaLMOHHOM cucTeMe (panee -
MHPOPMAUMOHHAA cucTema), obecneumsaeTca MyTemM BbINOAHEHWA obnagatenem WHbOPMaUUK
(3akaszuuKkom) u (Mnun) onepatopom TpeboBaHUI K OpraHn3aumMm 3aWuTbl MHGOPMaLMK, cofepsKallencs
B MHPOPMALMOHHON cucteme, M TpeboBaHUI K Mepam 3awWmTbl MHPOPMALMK, CcOAeprKallelcs B
MHPOPMALMOHHON cucTeMe.

Il. TpeboBaHMA K OpraHM3aLmm 3aWmTbl MHGOPMaLMK,
cofepKalencs B MHGOPMALMOHHON cucTeme

8. B MHbOPMaLMOHHON cucTeMe OO6BbEKTaMM 3amTbl ABAAIOTCA MHPOPMALMA, coaep KaLLanca B
MHPOPMALMOHHON CUCTEME, TEXHUYECKUE CPeaCTBa (B TOM YMcie CpeacTBa BblYUCANTENBHON TEXHUKM,
MalUMHHblE HOCMTENN WHPOPMAUUMKM, CPeaCTBa M CUCTEMbI CBA3M M Nepefayn AaHHbIX, TEXHUYEeCcKue
cpeactea 06paboTkM  ByKBEHHO-UMPPOBOW, rpaduYeckol, BMAeO- U pedyeBon WHPOpMaLUK),
obllecuctemHoe, MNpPUKAagHOe, crneuManbHoe nporpammHoe obecneyeHne, MHOOPMaALMOHHbIE
TEXHONOTUMK, A TaKKe CPeaCcTBa 3aLMTbl UHPOPMALUN.

9. Ona obecneyeHua 3awmTbl MHOPMaUUM, cogeprKawenca B MHPOPMALMOHHON CUCTEME,
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ONepaTopoM HA3HAYaeTca CTPYKTYpHOe MoApasdeNeHne WM  AOKHOCTHOoe Anuo  (paboTHMK),
OTBETCTBEHHbIE 33 3aLUTy MHPOpMaLUN.

10. Ana nposeaeHua paboT no 3awuTte MHPoOpmauMM B XO4e CO34aHMA W 3IKCnayaTauuu
MHOOPMALMOHHOM cucTeMbl obnaaaTenem MHGopMaLMn (3aKa3umKomM) U ONepaTopom B COOTBETCTBUM C
3aKoHomaTenbctBOM Poccuiickon Pepepaumm npu HeobXoAMMOCTM MNPUBAEKAKOTCA OpraHusaumm,
nmeruwme ANLUEH3NIO Ha AeATE/IbHOCTb MO TEXHUYECKOWN 3alimTe KoOHPuAaeHuManbHon nHdopmaumm B
cooTtBeTcTBMM ¢ PepepanbHbim 3akoHOM OT 4 maa 2011 r. N 99-®3 "O AMUEH3UPOBAHUM OTAENbHbIX
BMAoB aestenbHocTn" (CobpaHue 3aKkoHoaaTenbcTBa Poccuiickon deaepauum, 2011, N 19, ct. 2716; N
30, cT. 4590; N 43, cT. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. OAna obecneyeHua 3awmTbl MHPOpMALUMMK, coAeprKallenca B MHPOPMALMOHHOMN CUCTEME,
NPUMEHSAIOTCA CpeacTsa  3awuTbl WMHPOPMAUMKM, NpoLlealMe OLLEeHKY COOTBETCTBMA B ¢opme
obs3atenbHoM cepTudmKaumMm Ha cooTseTcTBMe TpeboBaHMAM Mo 6GesonacHocTM MHbOpMaLMK B
COOTBETCTBUM CO cTaTben 5 PepepanbHOro 3akoHa ot 27 aekabpsa 2002 r. N 184-d3 "O TexHMYeCcKom
perynnposBaHumn" (CobpaHue 3akoHoaaTenbctBa Poccuiickonn depepaumm, 2002, N 52, ct. 5140; 2007, N
19, ct. 2293; N 49, ct1. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, cT. 5711; 2010, N 1, cT. 6;
2011, N 30, cT.4603; N 49, ct. 7025; N 50, cT. 7351; 2012, N 31, c1. 4322; 2012, N 50, cT. 6959).

12. 3awmTa MHbOpMaLmMK, copeprrawenca B MHPOPMALMOHHOM CUCTEME, ABAAETCA COCTaBHOM
YyacTblo paboT MO CO3[aHMIO U IKCNAyaTaummn MHGOPMALMOHHOM cMCTeMbl M obecneymBaeTcs Ha Bcex
cTagusax (3Tamax) ee co3gaHMA M B XO4e IKCNJyaTauuu MyTem MPUHATUMA OPraHM3auMOHHbIX U
TEXHUYECKMX Mep 3aWwmTbl MHGOPMAUMKM, HANpPaBAEHHbIX Ha GJ0KMpoBaHMeE (HeMTpanusaumio) yrpos
6e3onacHOCTN UHbOPMaLMKN B MHPOPMALIMOHHOM CUCTEME, B PpamKax cMCTeMbl (MoACUCTEMBI) 3aLUUTBI
MHbOPMaLUN MHPOPMALMOHHOM CUCTEMBI (Janee - cuctema 3awmTbl MHGOPMaLMKU MHGOPMALMOHHOM
cucTembl).

OpraHn3auMoHHbIe N TEXHUYECKME MepbI 3aLLMTbl MHPOPMaL MK, peanmsyemble B pamMKax CUCTEMbI
3awWwmTbl MHGopMauMM MHGOPMALMOHHOW CUCTEMBI, B 3aBUCUMOCTU OT MHPOPMALLUK, CoAEepIKaLLelca B
MHGOPMALUMOHHOW cucTeme, Lienein co3gaHma MHGOPMALMOHHOM CUCTEMbI M 33434, PellaemMblX 3TOM
MHGOPMALNOHHOW CUCTEMOM, AONKHDBI ObITb HaNPaBAEHbI HA UCK/IIOYEHME:

HenpaBoOMeEpPHbIX AOCTYyNa, KONMPOBAHMA, NPeaoCTaBAEHUA UM PACNPOCTPAHEHUA MHPOPMALUK
(obecneuyeHune KoHPUAEHUMANBHOCTU UHOPMALIUKY);

HEMPaBOMEPHbIX  YHUYTOXEHUs wuan  moauduumpoBaHua  MHPopmaumm  (obecneveHue
LEeNOCTHOCTM UHPOPMaLLUN);

HenpaBoMepHOro 610KMpoBaHNA MHPOPMaLMK (0BecneyeHme AOCTYNHOCTU MHbOPMaLMK).

13. Ana obecneyeHunsa 3awmTbl MHOOPMALMMK, coAeprKalienca B MHPOPMALMOHHON cucTeme,
NpoBOAATCA CAeaytowme MeponpuaTus:

dopmupoBaHne TpeboBaHMI K 3almTe MHbOPMaAUMKM, coaepkallenca B WHDOPMALMOHHOM
cucteme;

pa3paboTKa cMcTeMbl 3aLLMTbl UHPOPMALUKN MHGOPMALMOHHOMN CUCTEMBI;

BHeAPEHNE CUCTEMDI 3aLLUUTbI MHOOPMALUKN MHPOPMALMOHHOM CUCTEMDI;

atrectauma WMHPOPMAULMOHHOW CUCTeMbl MO TpeboBaHMAM 3awuTbl UHPopmaunn (panee -
atTectauma MHGOPMaLMOHHOM CUCTEMBI) M BBOS, €€ B AENCTBUE;

obecneyeHne 3aWnTbl MHGOPMALMKM B XOA4e 3SKCMayaTauMm aTTecTOBaHHOW WMHPOPMALMOHHOM
CUCTEMDI;

obecneyeHne 3awmTbl MHPoOpMaLMM MNpPU  BbIBOAE M3 3IKCNAyaTauuM  aTTeCTOBAHHOWM
MHGOPMALNOHHOM CUCTEMBI UM NOC/IE NPUHATUA pelleHma 06 OKOHYaHUK 06paboTkM MHGOPMaLUK.

dopmumpoBaHMe TpeboBaHMM K 3awmTe MHGOPMaLMK, coaepKallenca
B MHOOPMALMOHHOM cucTeme

14. dopmupoBaHMe TpeboBaHMI K 3almTe MHbOPMALUKM, copepKalenca B MHOOPMALMOHHOM
cucTeme, ocyuectenseTcs obnagatenem nHGopmauum (3akasumkom).

dopmupoBaHMe TpeboBaHMN K 3awuTe UHbOpMaUUM, coaepskalienca B MHPOPMALIMOHHOM
cucteme, ocyllectsnserca ¢ ydyetom FOCT P 51583 "3awwmta uHPopmauumu. MNopAagoK cosgaHus
aBTOMATM3MPOBAHHbIX CUCTEM B 3aLUMLWEHHOM McnonHeHUW. Obwue nonoxenua" (oanee - FOCT P
51583) u FOCT P 51624 "3awmTta uHbOpMaumU. ABTOMATU3UPOBAHHbIE CUCTEMbI B 3alLULLEHHOM
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ncnonHeHnun. O6bwue TpebosaHus" (nanee - TOCT P 51624) 1 B TOM UMcC/ie BKAOYAET:

NPUHATUE  peleHus O  HeobxogumMocTM  3awmTbl  MHPOpMaLMK, coaepxKalieiica B
MHPOPMALMOHHOM CUCTEME;

KnaccudpuKaumio MHPOPMaLMOHHON cUCTeMbl NO TpeboBaHMAM 3alumUTbl MHGOPMaUUKU (aanee -
Knaccudukauma MHGOPMaLMOHHOM cUCTEMDI);

onpezeneHune yrpos 6esonacHoct WHOOPMALUM, peann3aums KOTOPbIX MOXKET NPUMBECTU K
HapyLweHuto 6esonacHoCcTM MHPopmaumm B MHPOPMALMOHHON cucTeme, U pa3paboTKy Ha MX OCHOBE
Moaenn yrpo3 6e3onacHocTn MHbopmaunu;

onpezeneHune TpeboBaHUI K cucTeme 3aLmTbl MHPOPMaLMKN MHPOPMALMOHHON CUCTEMBI.

14.1. MpU NPUHATMM pelleHMa O HeobxoAMMOCTM 3aWuTbl MHPOPMaLUKM, coaep)Kalleinca B
MHPOPMALMOHHON CUCTEME, OCYLLLECTBNAETCA:

aHanu3 uenei co3gaHna MHPOPMALMOHHOM CUCTEMbI M 33434, pellaemMblX 3STOM MHGOPMaLMOHHOM
cUCTemoi;

onpeaeneHne nHopmauuu, nognerawen o6paboTke B UHGOPMALNOHHON CUCTEME;

aHa/M3  HOPMATMBHbLIX MPABOBbIX AKTOB, METOAMYECKUX [AOKYMEHTOB W  HALMOHA/NbHbIX
CTAHAAPTOB, KOTOPbIM A0/KHA COOTBETCTBOBATb MHGOPMALMOHHAA CUCTEMA;

NPUHATME  peleHMA O HeobXoAMMOCTM  CO34aHMA  CUCTEMbI  3aWwmTbl  MHPOpmaLmm
MHOPMALMOHHON CUCTEMbI, @ TaKKe onpegeneHne uenen M 3agad 3awmTbl MHGOpPMauuM B
MHGOPMALMOHHON  CUCTEME, OCHOBHbIX 3TanoB CO34aHWA  CUCTEMbI  3alMTbl  MHbOPMaLUK
MHOOPMALMOHHOM cUCTEMBI U PYHKUMIM Mo obecneyeHUio 3almTbl MHPOPMaLMK, codepKalienca B
MHOPMaLUMOHHOW cucteme, obnagatens UHPopmauMn (3aKasumKa), onepatopa M YNONHOMOYEHHbIX
anu,

14.2. Knaccndmkauma MHPOPMaLMOHHON CUCTEMbI NPOBOAUTCA B 3aBUCMMOCTM OT 3HAYMMOCTMU
obpabaTtbiBaeMoli B Heill UHPOpMauMM M MacwTaba WHPOPMAUMOHHON cucTembl (beaepanbHbii,
PernoHasnbHbl, 06HEKTOBbIN).

YcTaHaB/AMBAOTCA YeTblpe Kaacca 3alMLEHHOCTU MHPOPMALLMOHHOM CUCTEMBI, onpeaensaoLmne
YPOBHM 3aLUMNLLEHHOCTU coaep Kalleiica B Hel Hpopmaumm. Camblii HU3KMI Klacc - YeTBEPTbIN, Cambli
BbICOKMI - MepBbIi. Kiacc 3ameHHOCTU MHPOPMALMOHHOMW CUCTEMbBI ONPEAENAETCA B COOTBETCTBUM C
npunoxeHnem N 1 K Hactoawmm TpeboBaHMAM.

Knacc 3awmiieHHocT onpegensetca Aaa WHOOPMAUMOHHOM CUCTEMbI B LEIOM W, Npwu
HeobXxoAMMOCTH, A1Aa ee OTAEeNbHbIX CerMeHTOB (COCTaBHbIX 4acTel). TpeboBaHMe K Knaccy
3aLMLLLEHHOCTUN BK/IIOYAETCA B TEXHMYECKOE 3aZaHNe Ha co3aaHMe MHOOPMALMOHHOM cucTeMbl U (1K)
TEXHMYECKOE 33afaHue (4acTHOoe TexHMYecKoe 3afaHWe) Ha co3gaHuMe cUCTeMbl 3alMTbl MHPOopMaLUn
MHGOPMALMOHHOWM CUCTEMBI, pa3pabaTbiBaemble ¢ ydyetom FOCT 34.602 "NHbopMaLMOHHAA TEXHONOTUS.
Komnnekc cTaHAaApTOB Ha aBTOMATU3MPOBaHHble cUCTEMbl. TexHMYecKoe 33jaHuMe Ha co3gaHue
aBTOMaTM3MpoBaHHOM cuctembl" (ganee - TOCT 34.602), FOCT P 51583 1 FOCT P 51624.

Knacc 3awmiieHHOCTM MHOOPMALMOHHOM CUCTEMbI MOANEXKMUT NEPEcMOTPYy NpU U3MEHEeHUU
MaclwTaba MHPOPMALMOHHOM CUCTEMbBI AN 3HAUMMOCTU 0bpabaTbiBaeMol B Hel MHbOPMaL UK.

Pe3ynbTaTtbl Knaccupukaumm MHGOPMaLMOHHOM cucTeMbl OPOPMAAIOTCA AKTOM KnaccuduKkaumm.

14.3. Yrpo3bl 6e30nacHOCTU MHPOPMALMM ONPEAENAIOTCA MO Pe3ybTaTaM OLEHKN BO3MOXKHOCTEN
(noTeHuMana, OCHAWEHHOCTM M MOTMBALMM) BHELWHUX W BHYTPEHHMX HapylUTeNel, aHanu3a
BO3MOXKHbIX ys3BMUMOCTEN WHOOPMALMOHHOM CUCTEMBI, BO3MOMHbIX CNOCOOOB peannsaumm yrpos
6e3onacHOCTM WHbOPMAUMM M NOCNeACTBMIA OT HapyleHuAa cBolicTB 6e3onacHocT MHbopMaumm
(KoHdMAEHLMANBHOCTH, LLENOCTHOCTU, AOCTYMHOCTH).

Mpn  onpegeneHun  yrpos  6e3onacHOCTM  MHGOPMALMM  YUYMTbIBAKOTCA  CTPYKTYpPHO-
bYHKUMOHaNbHbIE XapaKTePUCTUKU MHOOPMALMOHHON CUCTEMbI, BK/KOYalOLWME CTPYKTYpYy M COCTaB
MHOOPMALMOHHON cUCTEMDbI, GU3NYECKME, NornYeckne, JYHKUMOHANbHbIE W TEXHO/MOrMYecKue
B3aMMOCBA3M MeEXAY CermeHTaMm WHOOPMALMOHHON CUCTEMDBI, C WHBIMK MHGOPMALMOHHbBIMMI
cucTEMamMM M MUHGOPMALNOHHO-TENEKOMMYHUKALLMOHHBIMU CETAMMU, PEXUMbI 06paboTKN MHbOPMaL MK
B MHOOPMALMOHHOM CUCTEME W B ee OTAEeNbHbIX CEermMeHTax, a TaKXe WHble XapaKTepPUCTUKK
MHPOPMALMOHHON CUCTEMDBI, NPUMEHsAeMble UHPOPMALMOHHbIE TEXHONOTMM U OCOBEHHOCTM ee
dYHKUMOHUPOBAHUA.

Mo pesynbTaTam onpegeneHns yrpo3 6e30nMacHOCTM MHbOPMaUUM Npu  HeobXxoaMMOCTU
pa3pabaTbiBalOTCA PEKOMEHAALMM MO KOPPEKTUPOBKE CTPYKTYPHO-OYHKLMOHANBHbBIX XapaKTePUCTUK
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MHPOPMALMOHHON CUCTEMbI, HanpaB/ieHHble Ha BGNOKMpPOBaHWE (HEeMTpPasiM3aLMio) OTAENbHbIX Yrpos
6e3onacHoCcTU MHPopMaLMN.

Mopgenb yrpo3 6e3onacHOCTM MHOOPMALUKN [O0NKHA COAEPXKATb ONUCaHWe MHPOPMALMOHHON
CUCTEMBI U €€ CTPYKTYPHO-PYHKUMOHANBHbIX XapaKTEPUCTUK, a TaKKe onucaHune yrpo3 6esonacHoctu
MHbOPMaUMK, BK/lOYalOLLEe OMMCaHWE BO3MOXKHOCTEM Hapywwuteneit (moaenb Hapywwutens),
BO3MOMHbIX YyA3BMMOCTEN MHPOPMALMOHHOM CUCTEMBI, CNOCOOOB peanmsaummn yrpos 6esonacHocTu
MHbOPMaLMM N NOCAEACTBMIA OT HapyLLUEHMA CBOMCTB 6e30NacHOCTU MHbOPMALLUN.

Ona onpeageneHns yrpos 6e3onacHoCTM MHPopmauum n paspaboTkn moaenn yrpos 6es3onacHocTm
MHPoOpMaLUM NPUMEHAIOTCA METOAMYECKME AOKYMEHTbl, pa3paboTaHHble M yTBep:KAeHHble PCTIK
Poccun B cootBeTcTBMM € noanyHKTOM 4 nyHKTa 8 [losoxkeHua o PepepanbHoit cnyxbe no
TEXHUYECKOMY M  IKCMOPTHOMY KOHTPO/O, YTBEPXAEHHOro VYkasom [pesuaeHTa PoccuicKoi
depepaunn ot 16 asrycta 2004 r. N 1085 (CobpaHue 3akoHogaTenbcTBa Poccuitckot deaepaumm, 2004,
N 34, c1. 3541; 2006, N 49, cT1. 5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHUA K cucTeMe 3aWmUTbl UHPOPMALNN MHPOPMALMOHHOW CUCTEMBI ONPEAENAIOTCA B
3aBMCMMOCTM OT Kjacca 3aWMULEHHOCTM MHGOOPMALMOHHOM CUCTEMbI WM yrpo3 6e30MacHOCTM
MHPOPMaLMK, BKAIOYEHHDBIX B MOAENb Yrpo3 6e3onacHoCTM MHbOopMaL MK,

TpeboBaHMA K cucteme 3awmTbl MHPOPMALMM MHOOPMALMOHHON CUCTEMBI BKIOYAIOTCA B
TEXHMYECKOe 3aaHuMe Ha co3gaHne MHPOPMALMOHHOM CUCTEMDI U (MIM) TEXHMYECKOE 3aaHue (YacTHoe
TEXHMYECKOE 3aZaHMe) Ha COo34aHMe CUCTEMbI 3alMTbl MHPOPMAUUKM MHPOPMALMOHHON CUCTEMDI,
pa3pabaTbiBaemble ¢ yyetom FOCT 34.602, TOCT P 51583 n IOCT P 51624, n A0NKHbI B TOM 4ucne
cofepKaTb:

uenb 1 3aga4m obecneyeHmn 3aWmTbl MHGOPMaLMKN B UHPOPMALMOHHOM CUCTEME;

KN1acC 3aMLLLEHHOCTN MHPOPMALLMOHHOM CUCTEMBI;

nepeyeHb HOPMATMBHbLIX MPABOBbIX aAKTOB, METOAMYECKMX [OKYMEHTOB W HaLUMOHANbHbIX
CTaHAaPTOB, KOTOPbIM AOJI)KHA COOTBETCTBOBATb MHGOPMALMOHHAA CUCTEMA;

nepevyeHb 0OBHEKTOB 3aLUTbI MHPOPMALMOHHOM CUCTEMDI;

TpeboBaHMA K Mepam U cpeacTBam 3awmTbl MHGOPMALUKM, NPUMEHSAEMbIM B MHPOPMALMOHHON
cuUCTeMe;

TpeboBaHMA K 3awmuTte UHoOpMauUM npu UHPOPMALUMOHHOM B3aMMOAENCTBUM C UHbIMMU
MHGOPMALNOHHBIMU CUCTEMAaMM U MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMWU CETAMM, B TOM YnUCAE C
MHOOPMALNOHHBIMW CUCTEMAMM YNIOJHOMOYEHHOTO LA, @ TaKXKe NPU NPUMEHEHUN BbIYUCNTENBHbIX
pecypcoB (MoLWHOCTEeN), NPeaocTaBAAeMbIX YNOJAHOMOYEHHbBIM IMLOM A8 06paboTkn nHGopmaumu.

Mpu onpeaeneHun TpeboOBaHUI K cucTeMe 3aWwmTbl UHGOPMAUUN MHOPMALUMOHHON CUCTEMDI
YUYUTBIBAIOTCA MOJIOMKEHUS NOAUTUMK obecnevyeHns MHPOpPMaLMOHHOM 6Ge3onacHoCTM obnagatens
MHbopMaummn (3aKkasumka) B caydae ux paspabotkm no FOCT P MCO/M3K 27001 "MHdpopmaumoHHan
TexHonorns. MeTtogbl M cpeactBa obecneyeHus  6esonacHocTU.  CUCTeMbl  MeHeaXMeHTa
MHbOPMaUMOHHON Be3onacHocTn. TpeboBaHMAa", a TakKe NOAUTMK obecneyveHua MHOGOPMALMOHHOM
6€30MacHOCTM onepatopa M YMNOJHOMOYEHHOrO /iMUA B 4YacTW, He NPOTMBOPEYaALeN NOAUTUKAM
obnapatena uHbopmaumm (3akasumka).

Pa3paboTKa cuctembl 3aLWLmTbl MHPOPMaLIMN MHPOPMALMOHHON CUCTEMDI

15. PaspaboTtka cuctembl 3awmtbl MHGOPMALMM WHPOPMALMOHHON CUCTEMbI OpPraHuM3yeTca
obnagarenem MHGOPMaLMM (3aKa3uMKOM).

PaspaboTka cuctembl 3aWmTbl MHOOPMALMU WMHPOPMALIMOHHOM CUCTEMbI OCYLLECTBAAETCA B
COOTBETCTBUM C TEXHUYECKMM 3aJaHMEM Ha CO34aHue MHPOPMALMOHHOM CUCTEMbI U (UIN) TEXHUYECKUM
3afaHMemM (4aCTHbIM TeXHMYECKMM 33JaHMeM) Ha co3fJaHue CcuUcTeMbl 3aluTbl  MHOpMaLmK
MHbOpMaAUMOHHOM cuctembl ¢ ydetom [OCT 34.601 "UHdopmaumoHHas TexHonorns. Komnnekc
CTaHAAPTOB Ha aBTOMATU3MPOBaHHble CUCTEMbl. ABTOMATM3UpOBaHHble cucTembl. CTaguum cospaHua”
(manee - FOCT 34.601), TOCT P 51583 n TOCT P 51624 1 B TOM YnCNe BK/IKOYAET:

NPOEKTUPOBAHME CUCTEMBI 3aLLMUTbI MHPOPMALUN MHPOPMALMOHHOM CUCTEMBI;

pa3paboTKy  IKCMIYaTaUMOHHOM  AOKYMEHTaUMM Ha  cuctemy  3almTtel  MHOOpPMaLMK
MHPOPMALMOHHOM CUCTEMDI;

MaKeTUpOBaHME M TECTUPOBAHME CUCTEMbI 3aWUTbl MHGOPMALMU UHDOPMALMOHHON CUCTEMBI
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(npn HeobxoanmocTH).

Cuctema 3awmtbl MHOOpMauMM WHPOPMALMOHHOM CUCTEMbI He [OJIKHA NpPenAaTCcTBOBaTb
OOCTUNKEHMIO Lenielt co3gaHna MHGOPMALMOHHOM cncTembl U ee GYHKLMOHUPOBaHMUIO.

Mpwn paspaboTke cuctembl 3aWmTbl MHOOPMALUMMU MHPOPMALLMOHHOM CUCTEMbI YYUTbIBAETCA ee
MHPOPMALMOHHOE B3aUMOAENCTBME C MHbIMM WMHPOPMALMOHHBIMK cUCTEMAMU U MHOOPMALMOHHO-
TEIEKOMMYHMKALMOHHbIMW CETAMM, B TOM YnC/e C UHPOPMALMOHHBIMU CUCTEMAMU YNOHOMOYEHHOTO
MUa, a TaKXe TMNPUMEHEHMEe BbIYUC/IUTE/IbHbIX PEecypcoB (MoWHOCTEN), nNpeaoCcTaBAsEeMbIX
YNO/IHOMOYEHHbIM IMLLOM A/18 06paboTKM MHbOPMaLUN.

15.1. Mpn NPOeKTUPOBAHNM CUCTEMbI 3aLWLMTbl MHGOPMALUM UHPOPMALMOHHOM CUCTEMBI:

onpeaensaTca TUMbl cybbekToB AoCTyna (No/ib3oBaTesIn, MPOLLECChl U MHble CyObeKTbl JOCTyna) U
06BEKTOB [A0CTyMa, ABAAKOLWMXCA O0OBbEKTamMM 3awmMTbl (YCTPOMCTBA, OOBEKTbI (Qal/IoOBOM CUCTEMBDI,
3anycKaemble M UCMONHAEMble MOAYAN, OOBEKTbI CUCTEMbI yrnpaBneHWa 6asamu AaHHbIX, OOBEKTHI,
co3/aBaemble NPUKAALHbIM NPOrPaMMHbIM obecnevyeHnem, MHble 0OBEKTbI 4OCTYNA);

onpeaenalnTca MeToAbl YnpaBAeHMA [OCTYNoOM (OUCKPEUMOHHbIM, MaHAaTHbIA, PONEBON WM
WHble MeToabl), TUMbl AOCTyNa (YTeHWe, 3anucb, BbIMOSIHEHWE WUAM MHble TUMbI AOCTYMa) M Npasuna
pasrpaHMYeHns [O0CTyna cybbekToB A[0CTyna K obbekTam AocTyna (Ha OCHOBE CMWCKOB, METOK
6€30MacHOCTH, POSIEN U UHbIX NPaBWA), NOSNEKALLME peann3aummn B UHPOPMALMOHHON CUCTEME;

BblOMpatoTcA mepbl 3alWmTbl MHOOPMaLMKM, NOAAEXxKaAlME peanusaumMm B CUCTEME 3aLUUTDI
nHPopMauum MHGOPMALMOHHOMN CUCTEMDI;

onpeaensalnTca BUAbI M TUMbl CPEACTB 3alMTbl MHPOPMauUuK, obecrneymBatolme peanmnsaumio
TEXHUYECKMX Mep 3aWuTbl MHGOPMaLMK;

onpenenseTca CTPYKTypa CUCTEMbI 3almUTbl MHPOpMaUUM MHPOPMALMOHHOM CUCTEMbI, BK/THOYAN
cocTaB (KoIM4ecTBo) 1 MecTa pasmMellleHUA ee 31eMEHTOB;

OCYLLECTBNIAETCA BbIOOP CPeacTB 3almTbl MHPOPMALMKN, CEPTUPULMPOBAHHDBIX HA COOTBETCTBME
TpeboBaHMAM no 6e3omacHOCTM MHPOpPMaALMKU, C Y4EeTOM WX CTOMMOCTU, COBMECTUMOCTU C
MHOOPMALUMOHHBIMU TEXHONOTUAMU U TEXHUYECKMMWU cpeacTBamu, ¢yHKUMIA 6e30nacHOCTM  3TUX
CpencTB n 0cobeHHOCTEN X peannsaumm, a TakKe Knacca 3almweHHOCTU MHPOPMALMOHHON CUCTEMDI;

onpeAensalTcs napameTpbl HaCTPOWMKM MNPOrpamMMHOro obecneyeHus, BKAKOYAA MPOrpaMMHoe
obecrneyeHne cpeactB 3aWuMTbl  MHPOPMaLMKM, obecneyMBaloWMe peannsauuilo  Mep  3aluTbl
MHGOPMAUMM, a TaKXKe YCTpaHeHWe BO3MOXHbIX YA3BMMOCTEM WHPOPMALMOHHOMW CUCTEMBI,
NPUBOAALLMX K BOSHUKHOBEHMIO Yrpo3 6€30MacHOCTM MHbOopMauuuy;

onpeaenalnTca Mepbl 3aWmTbl MHGopMaLmMM Npu MHPOPMALMOHHOM B3aUMOAENCTBUN C UHBIMM
MHPOPMALMOHHBIMKU cucTEMaMm N MHGOPMALLMOHHO-TENTIEKOMMYHMKALMOHHbBIMU CETAMMU, B TOM YMCAE C
MHPOPMALNOHHBIMU CUCTEMAMM YNONHOMOYEHHOTO INLA, A TAKXKe NPU NPUMEHEHUWN BbIYUCANTENBbHbIX
pecypcoB (MoLWHOCTeN), NPeaoCcTaBAAEMbIX YNOJAHOMOYEHHbIM IMLLOM 417 06paboTkM MHpopmaLmu.

Pe3ynbTaTbl NPOEKTUPOBAHMA CUCTEMBI 3alWMTbl MHPOPMAUUN MHPOPMALIMOHHOM CUCTEMDI
OTpaKalTCcA B MNPOEKTHOW [AOKYMEHTauuM (3CKM3HOM (TEXHMUYECKOM) MpoeKkTe U (Mnu) B pabouel
OOKYMeHTauMmM) Ha WMHPOPMALMOHHYIO cUcTeMy (cucTeMy 3awmTbl MHOPMaLUM MHOOPMALMOHHOM
cucTtembl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "MHdpopmauMoHHaa TexHonorua. Komnnekc
CTAHAAPTOB Ha aBTOMAaTM3MPOBaHHbIE CUCTEMbI. Buapbl, KOMNAEKTHOCTb U 0603HAYEHWE LOKYMEHTOB
npw co3gaHMM aBTOMaTM3MPOBaHHbIX cuctem” (aanee - FOCT 34.201).

MpoeKTHas [OKYMeHTauMa Ha MHOOPMALMOHHYIO cucTemy W (ManM) ee cUCTEMY 3aLLUTbI
MHGOPMALMM NOLNENKAT COrTAaCOBAHUIO C ONepaTopom MHGOPMALMOHHOMN CUCTEMBI B C/ydae, eCan OH
onpegeseH TaKOBbIM B COOTBETCTBMM C 3aKOHoZaTenbCTBOM Poccuiickoit Pegepaumm K MOMEHTY
OKOHYAHWA MPOEKTUPOBAHMA CUCTEMbI 3alUMUTbl MHOOPMALMM MHPOPMALMOHHOM CUCTEMBI U He
ABNAETCA 3aKA34YMKOM AAHHOM MHPOPMALMOHHON CUCTEMBI.

Mpyn oTCyTCTBUM HEOBXOAMMBIX CPeAcTB 3aWwuTbl UHOOPMaUUK, CePTUPUULMPOBAHHBIX Ha
cooTBeTcTBME TpeboBaHMAM No HesonacHocTU MHbOPMaUUKM, opraHusyeTca pas3paboTka (AopaboTka)
CpeacTB 3aWmnTbl MHPOPMALUK M UX cepTUPUKALIMA B COOTBETCTBUM C 3aKOHOAATENLCTBOM Poccuiickol
denepaumn AU NPOU3BOAMTCA KOPPEKTUPOBKA NPOEKTHbLIX PELLEHNI N0 MHGOPMALMOHHON cUCTEME U
(nnn) ee cucreme 3awmTbl MHOGOPMAUMM C yYeTOM YHKUMOHANbHBIX BO3MOMKHOCTEM MMEIOLLMXCA
CePTUPUUMPOBAHHBIX CPEACTB 3aLLMTbI MHPOPMALUN.

15.2. Pa3paboTKa 3KCMAyaTaLMOHHOM [OKYMEHTALMM Ha CcUCTEMy 3awuTbl MHOpPMaLMK
MHPOPMALMOHHON CUCTEMbBI OCYLLECTB/AETCA B COOTBETCTBUM C TEXHUYECKUM 33aJaHMEM Ha Co3jaHue
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MHOOPMALMOHHOM cUCTEMBI U (MNKN) TEXHUYECKMM 3adaHMem (Y4acTHbIM TEXHUYECKMM 3aAaHuem) Ha
co3AaHune cucTemMbl 3aLWnTbl UHPOPMaLUM MHGOPMALMOHHOM CUCTEMDI.

dKcnayaTauMOHHaA AOKYMEHTALUMA HA CMCTEMY 3aWMTbl MHGOPMaLMN MHOOPMALMOHHOM CUCTEMbI
paspabaTbiBaetca ¢ yyetom IOCT 34.601, FOCT 34.201 n IOCT P 51624 wn posixKHa B TOM 4ucie
coAepKaTb onucaHue:

CTPYKTYPbI CUCTEMbI 3aLLMUTbI UHGOPMALNM MHPOPMALMOHHOM CUCTEMDI;

COCTaBa, MeCT YCTaHOBKM, MapameTpoB M MOpAAKa HACTPOMKKM cpeacTs 3awwmTbl MHbOPMALUK,
nporpammHoro obecnevyeHmsa n TEXHUYECKUX CPEACTB;

npaBWA 3KCNAyaTaLMmM CUCTEMbI 3aLLMTbI MHPOPMaLMKM MHOOPMALMOHHOM CUCTEMBI.

15.3. Mpn MaKeTMpoBaHUMU N TECTUPOBAHUM CUCTEMbI 3aWMTbl MHGOPMALUK UHPOPMALMOHHOM
CMUCTEMbBI B TOM YMC/E OCYLLLECTBAAOTCA:

npoBepKa paboTocnocobHOCTM M COBMECTMMOCTM BbiBpaHHbIX CpeacTB 3awuTbl MHGOPMaUUK C
MHPOPMAUNOHHBIMWN TEXHONIOTUAMM N TEXHUYECKMMM CPEeACTBaMMU;

NpPOBEpPKa BbINOJIHEHMA BblIOpaHHbIMKW CpeacTBaMM 3aWUTbl MHGOPMaLMK TpeboBaHUI K cucTeme
3aWmTbl MHPopMaLmm MHPOPMaLMOHHON CUCTEMDI;

KOPPEKTUPOBKA NPOEKTHbIX pelleHnit, pa3paboTaHHbIX NPU co34aHUN MHPOPMALLMOHHOM CUCTEMBI
1 (Mnun) cuctembl 3aLWmMTbl MHPOPMaL MM MHPOPMALMOHHON CUCTEMBI;

KOPPEKTUPOBKA MPOEKTHOM W  3KCNAYaTaUMOHHOM OOKYMEHTAUMWM Ha CUCTEMY 3aluTbl
nHPopMaunm MHGOPMALMOHHOMN CUCTEMDI.

MakKeTMpoBaHMe CUCTEMbI 3aLLNTbl MHGOPMaLUK MHGOPMALLMOHHOM CUCTEMDBI U €e TeCTUPOBaHUE
MOXET MNpOBOAWUTBCA B TOM 4YMCAE C WCMOJb30BaHMEM CPeaCTB W MEeTo40B MOAENMPOBAHUA
MHGOPMALMNOHHbBIX CUCTEM W TEXHOOTUI BUPTYaMU3aLMK.

BHegpeHue cuctemMbl 3aLUnUTbl MHOPMaLMN MHPOPMALIMOHHOMN CUCTEMDI

16. BHeapeHue cUCTEMbI 3aWMTbl MHPOPMALUN MHPOPMALMOHHOM CUCTEMBI OpraHM3yeTcs
obnagarenem MHGOPMaL MK (3aKa3uMKoM).

BHegpeHMe cucTembl 3aWwmUTbl MHOOPMAUUN MHPOPMALMOHHON CUCTEMbI OCYLLECTBNAETCA B
COOTBETCTBUM C MPOEKTHOM W IKCNIYATALMOHHOM AOKYMEHTAUMEN Ha cUCTEMY 3aWMTbl MHGOPMALUM
MHPOPMALMOHHOM CUCTEMBI M B TOM YMC/IE€ BK/KOYAET:

YCTaHOBKY M HaCTPOMKY CPeACTB 3aWwmnTbl MHGOPMALMM B UHGOPMALNOHHON CUCTEME;

pa3paboTKy AOKYMEHTOB, ONpeaenslowmx nNpasuaa U nNpoueaypbl, peannsyemblie onepaTopom
ana obecneyeHnn 3alWmTbl MHGOPMALMM B MHGOPMALMOHHOMN CUCTEME B XOAE ee IKCMNyaTauun (aanee
- OpraHM3auMOHHO-pacnopaauTENbHbIE AOKYMEHTbI MO 3aWmuTe MHGoOpMaLmm);

BHeAPEHNE OPraHN3aLMOHHbIX Mep 3aWuTbl MHPOPMaLMK;

npesBapuTenbHble UCNbITAHUA CUCTEMBI 3aLMTbI MHPOPMALMKN MHGOPMALMOHHOM CUCTEMDI;

ONbITHYHO 3KCMNYATaLMIO CUCTEMbI 3aLLUTbI MHGOPMAUUU MHPOPMALLMOHHOM CUCTEMDI;

aHann3 yA3BUMOCTEN MHPOPMALNOHHON CUCTEMBI U MPUHATME MepP 3aWmUTbl MHGOPMALUM MO KX
yCTpaHeHuto;

NPUEMOYHbIE UCMBITAHWUA CUCTEMbI 3aLWMUTbl MHPOPMALMKM MHGOPMALNOHHOMN CUCTEMBI.

K BHegpeHuo cuctembl 3aWmTbl MHPOPMALUM MHPOPMALMOHHON CUCTEMbI NpPUBAEKAETCA
onepatop WHPOPMALMOHHOW CUCTEMbI B CAyvae, eCAn OH onpeaesieH TaKOBbIM B COOTBETCTBUM C
3aKoHoAaTenbcTBOM Poccuiickon degepaunm K MOMEHTY BHEAPEHUA CUCTEMbI 3alLMTbl MHPOpMaLmm
MHGOPMALNOHHOM CUCTEMBI U HE ABNSETCA 3aKAa3YMKOM JAHHOM MHGOPMALMOHHOM CUCTEMDI.

16.1. YctaHOBKa M HacTpolKa cpeacTB 3awuTbl MHGOpMaUMM B MHPOPMALMOHHON cucTeme
OO/IKHA NPOBOAMTBLCA B COOTBETCTBUM C IKCMJYATALMOHHOW OOKYMEHTALUMeN Ha cucTemy 3aluuThbl
MHPOPMaLUKN MHPOPMALLMOHHOM CUCTEMBI U AOKYMEHTALMEN HA CPEACTBA 3aLUMTbl UHGOPMaLUu.

16.2. PaspabaTbiBaemble  OpraHM3aUMOHHO-pacnopagMTenbHble  AOKYMEHTbl MO 3aluTe
MHPOPMaLUKN AOMKHBI ONpeaensaTb NpaBuaa v NpoLeaypbl:

ynpasneHua (a4AMUHUCTPUPOBAHMA) CUCTEMOM 3aLMTbl MHPOPMALMM MHGOPMALMOHHOMN CUCTEMBI;

BbIIBIEHNS UHLUMAEHTOB (04HOr0 COObITMA MM TPynnbl COBbITUI), KOTOpble MOTMYT MPUBECTU K
c60AM MU HapyLeHUIO GYHKUMOHMPOBAHUA UHPOPMALLMOHHOW cUCTEMbBI U (MAK) K BO3SHUKHOBEHWUIO
yrpo3 6esonacHocT! nHpopmaLmm (aanee - UHUNLEHTbI), U PEArMPOBaHUA Ha HUX;

ynpasaeHua KOoHPUrypaumen aTrecToBaHHON MHGPOPMALMOHHON CUCTEMBI M CUCTEMBI 3aLLMUTDI
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nHpopmaunm MHGOPMaALMOHHOMN CUCTEMDI;

KOHTpons  (MOHWUTOPWMHra) 3a obecneyeHMeM YPOBHA  3aLUMLLEHHOCTM  WMHOpMALUK,
coaepKaleiica B MUHPOPMALMOHHOM CUCTEME;

3awWwmTbl MHGOPMaLUMM NPU BbIBOAE M3 3KCNAyaTaUMM MHOOPMALMOHHOM CUCTEMBI MAM MnocCne
NPUHATUA peleHma 06 oKoHYaHUM 06pPaboTKM MHbOPMaLUHK.

16.3. MNMpw BHeAPEHUM OPraHU3aLMOHHbIX Mep 3aLMTbl MHGOPMaLMKN OCYLLLECTBAAIOTCA:

peanu3aums Npasua pasrpaHUYeHMA AOCTyNa, PernameHTUpYIoWMX MpaBa A0cCTyna cybbeKTos
[O0CTyna K obbeKkTam A0CTyna, U BBeAEeHME OrpaHUYEHWI Ha AeNCTBUA MNo/b30BaTesiei, a TaKXKe Ha
M3MEHEHME YCNOBUIN SKCNAyaTaLMKM, COCTaBa M KOHOUIYpaLMKM TEXHUYECKUX CPEACTB U NPOrPaMMHOro
obecneyeHus;

npoBepKa MOJIHOTbI UM [eTaZlbHOCTM  OMUCaHUA B  OpraHU3aLuMOHHO-pPacnopAaUTesnbHbIX
OOKYMeHTax no  3awuTe uHOOpmauuuM  AeWCTBUI  nonb3oBaTeneh W aAMUHUCTPATOPOB
MHPOPMALNOHHOMN CUCTEMbBI MO PEANU3ALUNN OPraHM3ALMOHHBIX Mep 3aLWnTbl MHGOPMaLmK;

OTpaboTKa AeNCTBUIA AOMKHOCTHBIX /UL, U NOAPA3AENEHNN, OTBETCTBEHHbIX 33 peasnsauuto mep
3awWwmTbl MHPOPMaLMK.

16.4. NpepBapuTenbHble UCNbITAHWUA CUCTEMbI 3aLLMTbI MHPOPMALMU MHPOPMALMOHHOW CUCTEMDI
nposoasatca ¢ ydyetom [OCT 34.603 "WMHdbopmaumoHHas TexHosorma. Bugbl  MCNbITaHWU
aBTOMaTM3MpPOBaHHbIX cuctem" (panee - FTOCT 34.603) M BKAOYAKOT NPOBEPKY paboTocnocobHocTU
cucTembl  3aWwnTbl  MHPoOpmMauMm WHOOPMALMOHHOM CUCTEMBI, @ TaKXKe MNPUHATUE pelleHuA o
BO3MOXHOCTM OMbITHOM 3KCMyaTauum CUCTEMBI 3aUTbl UHGOPMaLLMN MHPOPMALLMOHHOM CUCTEMDBI.

16.5. OnbiTHas 3KcnayaTauMsas CUCTEMbI 3alWnUTbl MHPOPMALUM MHOOPMALMOHHOM CUCTEMBI
nposoautca ¢ ydetom [OCT 34.603 u BKAOYAET NPOBEPKY PYHKUMOHMPOBAHMA CUCTEMbI 3aLUMTbI
nHpopmauum MHGOPMALMOHHON CUCTEMbI, B TOM YUC/IEe PEASIM30BAHHbIX Mep 3awWmTbl MHGOpPMaLUUK, a
TaK¥Ke roTOBHOCTb NO/Ib30BaTENEN U AAMUHUCTPATOPOB K KCNAyaTaLMM CUCTEMBI 3aLWMTbl MHPOPMaL MK
MHGOPMALNOHHOM CUCTEMBI.

16.6. AHanmM3 yaABUMOCTEN WHPOPMALMOHHOM CUCTEMbI MNPOBOAMTCA B LENAX OLEHKMU
BO3MOXHOCTM NPEOoAO0/IEHUA HapyLUUTENEM CUCTEMbI 3aLLUTbI MHPOPMALMN MHPOPMALLMOHHOM CUCTEMDBI
W NpeaoTBpPaLLEHNA peanunsaunmn yrpos 6e3onacHoCcT1 MHPopMaLLmMu.

AHanuns yasBMMOCTEN WHGPOPMALMOHHOWM CUCTEMbI BK/HOYAET aHaNU3 YA3BMMOCTEN CPeacTs
3alWnTbl UHPOPMALUUM, TEXHUYECKUX CPEeAcTB M NporpammHoro obecrneyeHua WMHGOPMaLMOHHOWN
CUCTEMBI.

Mpu aHanuze yaszBUMoOCTEN WMHPOPMALIMOHHON CUCTEMbI MPOBEPAETCA OTCYTCTBME M3BECTHbIX
YA3BMMOCTEN CpeacTB 3aWmnTbl MHGOPMALMM, TEXHUYECKUX CPEACTB U NPOrpaMmHoro obecneyeHus, B
TOM 4ucie C y4eTomM MHOOPMALMK, UMetoWwenca y paspaboTiMKOB M MONYYEHHON U3  APYrUx
06LLeA0CTYMHbIX UCTOYHMKOB, NMPaBUIbHOCTb YCTAHOBKM M HACTPOMKWU CPEeACTB 3aWwuTbl MHGOPMaLMM,
TEXHUYECKMX CPEACTB M NMPOrpammMHOro obecneyeHus, a TakKe KOPPEKTHOCTb PaboTbl CPeacTB 3aLUUThI
MHbOPMALMK NPU UX B3AUMOLENCTBUN C TEXHUYECKMMU CPEeACTBAaMM M NPOrpamMmMHbIM obecrniedyeHnem.

B cnyyae BbiABNEHMA yA3BUMOCTEN MHOOPMALMOHHOW CUCTEMbI, NPUBOLALLMX K BO3HUKHOBEHMIO
OOMNOJIHUTENbHBIX yrpo3 6e3onacHoOCTM WHpopmauMuM, NPOBOAUTCA YTOYHEHME MOAEAU YIrpo3
6e30MacHOCTM MHPOPMALMM U NPU HEOBXOAMMOCTU NPUHUMAIOTCA AOMNOJIHUTENbHbIE MEPbl 3aLLUTDI
MHGOPMALUMM, HaNpPaB/ieHHbIe HA YCTPAHEHWEe BbISIBAEHHbIX YA3BMMOCTEM WAW  UCKAOYatoWme
BO3MOXHOCTb MCMO/Ib30BAHMA HAPYLUIUTENEM BbIABAEHHbIX YA3BMMOCTEN.

16.7. MpuemMoyHble WCMbITaHUA CUCTEMbl 3almTbl MHbOpPMaLMU MHOOPMALMOHHON CUCTEMDI
nposoastca ¢ yyetom FOCT 34.603 1 BKAHOYAIOT NPOBEPKY BbINOSHEHMA TPeOOBaAHUM K cUCTEME 3aLUMTbI
MHOOPMALUN MHPOPMALIMOHHOW CUCTEMbI B COOTBETCTBMM C TEXHUYECKMM 33JaHMEM Ha co3gaHue
MHPOPMALMOHHOM CUCTEMbI U (MNN) TEXHUYECKMM 3agaHMeMm (YacTHbIM TeXHUYECKMM 33agaHuem) Ha
co3faHue cucTeMbl 3aWnTbl MHGOPMALMM MHGOPMALMOHHON CUCTEMBI.

ATTecTaums MHGOPMaLMOHHOW CUCTEMbBI M BBOJ, €€ B AeiNCTBuE

17. Attectaums MHOOPMALMOHHOW CUCTEMbl oOpraHusyeTca obnagatenem wHdopmaumm
(3aKa3umMKom) UM onepaTopom M BK/KOYAET NpoBeaeHMEe KOMIMIEKCa OPraHU3aLMOHHbIX U TEXHUYECKUX
MeponpuATUIA (aTTeCTaLMOHHbIX UCMbITaHUI), B pe3ynbTaTe KOTOPbIX MNOATBEP)KAAETCA COOTBETCTBME
cucTemMbl 3aLmTbl MHGOPMALLMM MHPOPMALMOHHOM CUCTEMbI HacToALMM TpeboBaHUAM.
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17.1. B KayecTBe UCXOAHbIX AAHHbIX, HEOBXOAMMbIX ANA aTTecTauum MHGOPMALLMOHHOM CUCTEMDI,
MCMNONb3YOTCA MOAEeNb yrpo3 6e3onacHOCTU MHPOPMaUMM, aKT KnaccudpuKaumm WHPOPMaLNOHHOM
CUCTEMbI, TEXHMYECKOE 33JaHuMe Ha co3gaHuve WHPOPMAUMOHHON cucTtembl U (MAKM) TexHU4Yeckoe
3ajaHue (4acTHOe TexHMYyeckoe 3afaHue) Ha Co3gaHuMe  CUCTeMbl  3awuTbl  MHOpMaLMK
MHOOPMALMOHHOM CUCTEMBI, MPOEKTHAA WM 3KCMNYaTAUMOHHAA AOKYMEHTaUMA Ha CUCTEMY 3alUuTbI
nHbopmauum UHGOPMALMOHHOM CUCTEMBI, OPraHM3aLMOHHO-PacNopAanNTE/IbHbIE AOKYMEHTbl MO
3awmTe nHbopmaumm, pesynbTaTbl aHanMsa yA3BUMOCTEN MHPOPMALMOHHOM CUCTEMbI, MaTepuabl
npeaBapuUTesibHbIX U MPUEMOYHbIX MCMbITAHUI CUCTEMbBI 3aWMTbl MHPOPMALMN MHPOPMALMOHHOM
CUCTEMbBI, @ TaKKe MWHble [OKyMeHTbl, pa3pabaTbiBaemble B COOTBETCTBMM C HACTOAWMMM
TpeboBaHMAMM.

17.2. AtTectauma WUHPOPMALMOHHON CUCTEMbI NPOBOAMTCA B COOTBETCTBMM C NPOrpPammolt U
METOAMKAMM aTTECTALMOHHbIX UCNbITaHMI 40 HaYana 06paboTkn MHPOPMaLLMK, NOANEKALLEN 3aLLMTE B
MHPOPMALMOHHON cucteme. Jaa NpoBeAeHUs aTTecTaumm MHGOPMALMOHHON CUCTEMBI MPUMEHAOTCA
HaLMOHa/NbHblE CTaHOAPTbI, @ TaKXe MeToAMYecKMe AOKYMEHTbl, pa3paboTaHHble U YTBEPXKAEHHbIE
®CTIK Poccum B COOTBETCTBUM C MoanyHKTOM 4 nyHKTa 8 lMonoxeHus o PepepanbHon cny:kbe no
TEXHUYECKOMY M 3KCMOPTHOMY KOHTPO/O, YTBEpPXAEHHOro VYkasom [pesuaeHTa PoccuicKoi
depepaunm ot 16 asrycta 2004 r. N 1085.

Mo pe3ynbTaTam aTTeCTAUMOHHBIX MWCMbITaHUIA OPOPMIAIOTCA MNPOTOKO/bI  ATTECTALMOHHbIX
UCMbITAHUIM, 3aKNOYEHME O COOTBETCTBUM WHPOPMALMOHHOW cucTemMbl TpeboBaHMAM O 3awmTe
nHboOpmMauumM M aTTectaT COOTBETCTBMA B C/Ayvyae MOJIOKMUTE/NbHbIX pPe3ynbTaToB aTTecTauUMOHHbIX
NCNbITaHWUA.

17.3. [onycKaeTca aTrectauya MHPOPMALMOHHON CUCTEMbI HA OCHOBE pPe3y/bTaToB
aTTECTAUMOHHbIX WUCMbITAHUMA  BblAeNeHHOro Habopa CcermeHToB WMHGOPMALMOHHOM  CUCTEMBI,
peanusyowmx NosHy TeEXHONOMMO 06paboTkn nHPopmaumm.

B aTOM ciyyae pacnpocTpaHeHuMe aTTecTtata COOTBETCTBMA Ha ApyrMe cermeHTbl MHGOPMALNOHHOM
CUCTEMbI OCYLLECTBASAETCA MPU YCNOBUM WMX COOTBETCTBMA CEermeHTam WHGOOPMALMOHHOM CUCTEMDI,
npoLweaLwnm aTTecTalMOHHbIE UCMbITaHUA.

CermeHT cuyMTaeTcA COOTBETCTBYIOLWMM CEerMeHTy WHGOPMAUMOHHOMW CUCTEMbI, B OTHOLUEHUM
KOTOporo 6binn NpoBeseHbl aTTECTALUMOHHbIE UCMbITAHWUA, ECIU A1A YKA3aHHbIX CEFMEHTOB YCTaHOB/IEHbI
OZMHAKOBbIE KNACChbl 3aLUMLLEHHOCTH, Yrpo3bl 6e3onacHoCTU MHPOPMALLIMK, PeaNn30BaHbl O4MHAKOBbIE
NPOEKTHble peLleHnA Mo MHGOPMALMOHHOW CUCTEME U ee cUCTeME 3aMTbl HGOPMaUUK.

CooTBeTcTBME CermeHTa, Ha KOTOPbIM pacnpoCTpaHAETCA aTTecTaT COOTBETCTBUA, CErMeHTY
MHPOPMALMOHHON CUCTEMbI, B OTHOLLEHUM KOTOPOro 6blan NpoBeseHbl aTTeCTALMOHHbIE MUCMbITaHKS,
NoATBEPKOAETCA B XOAE MNPUEMOYHbBIX MWCMbITAaHUA WHOGOPMALMOHHOM CUCTEMBI WU CErMEHTOB
MHPOPMALMOHHOM CUCTEMBI.

B cermeHTax MHPOPMALIMOHHOM CUCTEMBI, HA KOTOPbIE PACNPOCTPAHAETCA aTTecTaT COOTBETCTBUA,
onepatopom obecneunmBaeTca CobAOAEHNE IKCMIYATALMOHHOM AOKYMEHTALUMM HA CUCTEMY 3aLLMTbI
nHbopmauum MHGOPMALMOHHON CUCTEMBI U OPraHM3aLMOHHO-PACNOPAANTE/bHBIX LOKYMEHTOB NO
3awmTe MHGopmaLmu.

OcobeHHOCTN aTTecTaumMm MHPOPMALMOHHOM CUCTEMBbI HA OCHOBE PE3y/bTaTOB ATTECTALLMOHHbIX
WCNbITAHUN BblAENEeHHOro Habopa ee CermMeHTOB, a TaK)Ke YC/0BMA M MOPALOK pacnpocTpaHeHuA
aTTecTaTa COOTBETCTBUA Ha Apyrne cermeHTbl MHPOPMaLMOHHON CUCTEMbI ONPELENAOTCA B MporpaMmme
N MEeTOAMKaX aTTeCTALMOHHbIX UCMbITAHWUI, 3aK/IIO4EHNN N aTTecTaTe COOTBETCTBUS.

17.4. NMoBTopHas aTrectaums MHGOPMALMOHHOM CUCTEMbI OCYLLECTBAAETCA B C/ly4ae OKOHYaHMUSA
CpPOKa OeNcTBMA aTTecTaTa COOTBETCTBMA WM MOBbILWEHMA KNacca 3alULWEHHOCTU MHPOPMALIMOHHOM
cuctembl. Mpu yBeanyeHUn coctaBa yrpos 6€30MacHOCTM MHPOPMALUKU UAN U3SMEHEHUA NPOEKTHbIX
peLleHunii, peannsoBaHHbIX NPU CO34aHUN CUCTEMbI 3aLLUTbl MHPOPMALUN MHPOPMALLMOHHON CUCTEMDI,
NpoBOAATCA [AOMONHUTE/IbHbIE aTTECTAUMOHHbIE MUCMbITaHWA B pPaMKax [JencTBytlowero atrectaTa
COOTBETCTBUA.

17.5. BBog B penctBne MHPOPMALMOHHON CUCTEMbI OCYLLECTBAAETCA B COOTBETCTBUM C
3aKoHoAaTenbCTBOM Poccuiickoit depepaumm 06 MHGOpPMaLMK, MHOOPMALMOHHDBIX TEXHOOMMAX U O
3awmTe nHpopmaumm n ¢ yduetom FOCT 34.601 1 npu HaANYMK aTTecTaTa COOTBETCTBUA.

ObecneyeHue 3aWuTbl MHGOPMALIMK B XOA€ IKCNAyaTaLmnm
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aTTeCTOBAaHHOM MHPOPMALMOHHOM CUCTEMDI

18. ObecneveHune 3aWnTbl UIHPOPMALUUMM B XO4€E IKCNAyaTaLUN aTTeCTOBAHHOM MHPOPMALMOHHOM
CUCTEMbI OCYLLECTBAAETCA OMEPATOPOM B COOTBETCTBMM C 3KCMNYaTaUMOHHOW [OKYMeEHTauMel Ha
cucTemy 3awuTbl MHPOPMaLMM U OpraHM3aLMOHHO-PACNOPAANTENbHBIMU AOKYMEHTaMM MO 3aluTe
MHGOPMALMM U B TOM YMC/IE BKAKOYAET:

ynpasneHve (agMUHUCTPUPOBAHUE) CUCTEMOWN  3awmTbl  MHPOpmauMM  MHOOPMALMOHHOM
CUCTEMDI;

BblfIBNEHNE MHUNAEHTOB U pearnpoBaHMe Ha HUX;

ynpasieHne KoHUrypaumen aTTecToBaHHON MHGOPMALMOHHOM CUCTEMBI U €€ CUCTEMbI 3aLMUTbI
nHpopmaymu;

KOHTPO/b (MOHUTOPMHT) 33 06ecneyeHNneM YPOBHS 3alLMLLEHHOCTU MHDOPMaLMK, coaepKaLeiica
B UHPOPMALLMOHHOW cUcTeme.

18.1. B xope ynpasneHus (agMWUHUCTPUPOBAHMA) CUCTEMOM  3awmTbl  MHOpPMaLMK
MHPOPMALNOHHOMN CUCTEMbI OCYLLLECTBAAIOTCA:

3aBefleHMe W yJaNeHWe Yy4yeTHbIX 3anuceil nosb3oBaTesiel, ynpaBAeHWEe MOJHOMOYUAMM
nosb3oBatesield MHPOPMALMOHHOM CUCTEMBI UM MNOAAEPKAHWME MpPaABUA pasrPaHUYEeHUs JocTyna B
MHPOPMALNOHHOM CUCTEME;

yrnpasaeHue cpeacTBamu 3aWwuTbl UHGOPMaAUMKM B MHPOPMAUMOHHOW CUCTEME, B TOM YMUC/e
napameTpamm HACTPOMKMU NPOrPaMMHOro obecneyeHus, BKAOYasA NporpaMmmHoe obecrnedyeHme cpeacts
3aWmMTbl  MHPOpPMaLMK, YMpaBAEHME Y4YeTHbIMM  3aNUCAMM  NOJIb30BaTesiell, BOCCTAHOBAEHUE
paboTocnocobHOCTM cpeacTB 3alnTbl MHPOPMALUM, FTeHepaL M0, CMEHY U BOCCTaHOB/IEHME Napoien;

YCTaHOBKa OOHOB/IEHWI MporpaMmHoOro obecrneyeHusa, BK/AKOYaa MporpammHoe obecnedvyeHue
CPeACTB 3alnTbl MHPOPMALLMK, BbIMyCKaeMbIX paspaboTunmkamu (NpovsBoaAUTENAMM) CPEACTB 3aLLMThI
MHGOPMALMM UK MO UX NOPYYEHWIO;

LeHTpaNn30BaHHOE ynpaB/ieHUe CUCTEMOW 3almTbl MHPoOpMaLMU MHPOPMALMOHHON CUCTEMDI
(npu HeobxogMmocTH);

peructpauua M aHaams cobbiTuh B MHOOPMALMOHHON CUCTEME, CBS3aHHbIX C 3aLLUTOM
nHbopmauum (aanee - cobbiTMa 6ezonacHocTu);

MHpopmmpoBaHMe nosib3oBaTesier 06 yrposax 6esonacHocTM MHPOpmauMKM, O MpaBUaax
3KcnayaTauuMm cucTembl 3alWmTbl MHGOPMAUUKM MHOOPMALMOHHOM CUCTEMbBI U OTAENbHbLIX CPeacTs
3aWMTbl MHPOPMALMK, @ TAKKE UX 0DyYeHUe;

conpoBoXaeHne ¢GYHKUMOHMPOBAHUSA CUCTEMbl  3aWMTbl  UHPOPMAUMKN  MHPOPMALMOHHOWM
CUCTEMbI B XOZe €€ 3KCMN/yaTaumn, BKIOYAA KOPPEKTUPOBKY 3KCMIYaTaUMOHHOW AOKYMEHTALMM Ha Hee
M OpPraHM3aLMOHHO-PACNOPAANUTENbHBIX AOKYMEHTOB NO 3aWwuTe MHPOpMaLnW;

18.2. B xoae BbIABNEHWUA NHUNAEHTOB U PearMpoBaHUs Ha HUX OCYLLLECTBASIOTCA:

onpeaeneHune AnL, OTBETCTBEHHbIX 3@ BblfiBAEHME MHLMAEHTOB U pearnpoBaHne Ha HUX;

ObHapyKeHne U MAEeHTUPUKALMA UHUNLEHTOB, B TOM 4YMciae OTKa3oB B 06Cay:KmBaHMW, cboes
(nepesarpy3ok) B paboTe TeXHUYECKUX CPencTB, MPOrpPamMMHOro obecneyeHMsa W CPeacTB 3aluTbl
MHbOPMAUMKN, HApYLEHMIM NPaBMA PaA3rpaHMYeHUa A0CTyMNa, HEMnpaBOMEPHbIX AEWUCTBUI no cbopy
UHPopMauun, BHeZpPEHUI BPEAOHOCHLIX KOMMbIOTEPHbLIX MPOrpamm (BMPYCOB) M MHbIX COObLITUN,
NPUBOAALLUX K BO3SHUKHOBEHMIO MHLNAEHTOB;

CBOEBPEMEHHOEe WHPOPMMPOBAHME /UL, OTBETCTBEHHbIX 33 BblABNEHWME WHUMAEHTOB M
pearMpoBaHMe Ha HWUX, O BO3HUKHOBEHUWN MHUMAEHTOB B MHPOPMALMOHHON cMCTEME NO/1Ib30BATENSIMU U
agMUHUCTPaTOpaMu;

aHa/ M3 MHUWAOEHTOB, B TOM 4uCae onpeaefneHne MUCTOYHUMKOB M MPUYMH BO3HWKHOBEHWA
WHUMAEHTOB, a TaK}Ke OLLeHKa UX NOCNeACTBUN;

NAaHUPOBAHME U MPUHATUE MEP MO YCTPAHEHUIO MHUNAEHTOB, B TOM YMC/e MO BOCCTAHOB/EHUIO
MHPOPMALMOHHON CUCTEMbI U ee CEerMEeHTOB B C/lydyae OTKasza B obcnyxuBaHum man nocne cboes,
YCTPaHEHMIO NOCNeACTBUN HAPYLLEHMA NPaBMUA PasrpaHUyYeHns 40CTyna, HENPaBOMEPHbIX AEUCTBUI NO
cbopy MHbOPMaUUK, BHeAPEHUS BPEAOHOCHbIX KOMMbIOTEPHbIX NPOrPaMm (BMPYCOB) U MHbIX CODObITUIA,
NPUBOAALLMX K BOSHUKHOBEHUIO MHLMAEHTOB;

NAaHWMPOBAHME U NPUHATUE MEP MO NPeAOTBPALLEHMIO NOBTOPHOrO BOSHUKHOBEHWUSA UHLMAEHTOB.

18.3. B xoge ynpaBneHua KoHoburypaumen atrecToBaHHOM MHOOPMAUMOHHOM CUCTEMbI U ee



CUCTEMbI 3aLLNUTbI MHGOPMALMM OCYLLECTBAAIOTCA:

nogaep:kaHne KoHurypauym MHGOPMaLMOHHON CUCTEMDBI U ee CUCTEMbI 3aLMTbl MHGOopMaLMK
(CTPYKTYypbI cucTembl 3aWwmTbl MHPOPMALMU MHOOPMALMOHHOM CUCTEMbI, COCTaBa, MECT YCTaHOBKU U
napamMeTpoOB HACTPOMKM CPeacTB 3almTbl MHPOPMALMM, NPOrPAMMHOro obecrnevyeHma N TEXHUYECKUX
CpeAcTB) B COOTBETCTBMM C 3KCMNyaTaLMOHHOM AOKYMEHTauMel Ha cuctemy 3almTbl MHbOpMaLmMK
(noppoepkaHve 6as3oBoit  KOHOUrypaumm WHPOPMALMOHHOW CUCTEMbI W €€ CUCTEMbl 3alLMUTHI
MHpopmaunn);

onpeneneHne auL, KOTOPbIM paspelleHbl AEeUCTBUA MO BHECEHWUID W3MeHeHMN B 6a3oBylo
KOHUrypauunto MHGOPMaLMOHHOM CUCTEMbI U €€ CUCTEMBbI 3aLUNTbI MHPOPMALMK;

ynpaBieHne U3MeHeHMAMU 6a30BON KOHOUIypaumm MHGOPMALMOHHON CUCTEMBI U €€ CUCTEMDI
3aWmTbl  MHbOpPMaLMM, B TOM uYMC/e oOnpefeneHne TUNOB BO3MOMHbIX W3MeHeHui 6a30B0M
KOHOUrypaumm MHGOPMALLMOHHOM CUCTEMBI U ee CUCTEMbI 3alnTbl MHPOPMALMK, CAHKLMOHUPOBaHME
BHECEHMA U3MEHEHUIM B 6a30BY0 KOHOUTYpaLmo MHPOPMALMOHHOM CUCTEMbBI U €€ CUCTEMbI 3aLLMUTbI
MHbOPMALMKN, AOKYMEHTUPOBAHME AEUCTBUM MO BHECEHWUIO M3MeHeHWN B 6as3oByld KoHOUrypauwmio
MHPOPMALNOHHON CUCTEMBI U €€ CUCTEMBI 3aLLUTbl MHGOPMALLMK, COXPAaHEHWNE AaHHbIX 06 M3MEHEHUAX
6a30BoOW KOHOUTYpaLMM UHPOPMALMOHHON CUCTEMBI U €e CUCTEMbI 3aLLUTbl MHGOPMALUKM, KOHTPOSb
OEeWCTBUIA NO BHECEHUID M3MeHEHW B 6a30BYyt0 KOHPUrypauuio MHOOPMALMOHHOM CUCTEMBI U ee
CUCTEMDbI 3aLNUTbI MHOPMaLUK;

aHa/N3 NOTEHUMANbHOIrO BO3AEWCTBMA MAAHUMPYEMbIX M3MEHEHWn B 6a30BOM KoHdUrypauum
MHGOPMALMOHHON CUCTEMbBI M ee CUCTEMbl 3alMTbl MHOOPMauMM Ha obecrneyeHWe 3alMTbI
nHpopmauum,  BO3HUKHOBEHWE  AOMNOJIHUTENbHbLIX  Yyrpo3  6e3onacHOCTM  MHbopmauMn U
paboTocnocobHOCTb MHPOPMALMOHHOW CUCTEMDI;

onpefeneHne nNapameTpoB HACTPOMKM MPOrpaMMHOro obecrneyeHus, BK/OYaA MPOrpaMmHoOe
obecneyeHne cpeacTB 3awmTbl MHPOPMALMKM, COCTAaBA M KOHOUIypauuMm TEXHUYECKUX CPeacTB U
NpoOrpamMmmHoOro obecnevyeHus 40 BHECEHMA U3MEHEHWUI B 6a30BYyl0 KOHOUIypauuto MHPOpPMaLUOHHOM
CUCTEMbDI M €€ CUCTEMBI 3aLWMUTbI MHOPMALLUWY;

BHeceHue MHpopMaunn (LaHHbIX) 06 M3MeHeHUax B 6a30BOl KoHOUIypaumm MHPOPMaLMOHHON
CUCTEMbBI M €ee CUCTEMbI 3alnTbl MHPOPMALMWM B IKCMNYATAUMOHHYIO AOKYMEHTAUMIO Ha cuctemy
3awWwmTbl MHPopMaLmm MHPOPMALMOHHON CUCTEMDI;

NPUHATME peLleHMA MO pesy/abTaTaM YMpaBaeHUs KOHUrypaumen o MNOBTOPHOM aTTecTauuu
MHPOPMALNOHHOMN CUCTEMbBI UM NPOBEAEHUM AONONHUTENBHbIX aTTECTALMOHHBIX UCMbITAHWIA.

18.4. B xone KOHTPoAA (MOHUTOPWMHIa) 3a obecnevyeHnem ypoBHS 3aLUMLEHHOCTU MHPOpMaLMK,
cogeprkalenca B MHGOPMaLMOHHOM CUCTEME, OCYLLECTBAAIOTCA:

KOHTPOMb 33 cobblTAMM 6e30nacHOCTM M AEUCTBUAMM NONb3oBaTeNeln B MHPOPMALMOHHOWM
cucteme;

KOHTPO/b (aHaNM3) 3aWMLLEHHOCTM MHPOPMALLUK, coaeprKaLenca B MHOOPMALMOHHOM CUCTEME;

aHaM3 N OuUeHKa QYHKUMOHMPOBAHMA CUCTEMbI 3alMTbl MHPOPMALMM MHPOPMALNOHHON
CUCTEMDbI, BK/IOYAA BbIABNEHWE, aHANN3 U YCTPaHEHWE HedoCTaTKoB B QYHKLUMOHMPOBAHUM CUCTEMBI
3alWNUTbI MHPOPMALMN MHGOPMALLMOHHOWN CUCTEMDbI;

nepuoamMYeckUii aHanM3 M3MeHeHusa yrpo3 6esonacHoct mMHopmaumm B MHPOPMALMOHHOM
CUCTEME, BO3HUKAIOLWNX B XO4E €e 3KCMAyaTauuu, U NpUHATME Mep 3awumTbl MHPopMaLmn B ciyyae
BO3HWKHOBEHMA HOBbIX Yrpo3 6e30nacHOCTN MHPopMaLmK;

OOKYMEHTUPOBaHME Mpoueayp W pesyibTaToB KOHTPOAA (MOHMUTOpMHra) 3a obecneyeHuem
YPOBHA 3aLMLLEHHOCTM UHPOPMALUK, coaep KaLLenca B MHOOPMALIMOHHOM cucTeme;

NPUHATUE pelleHMa Mo pe3ynbTaTaM KOHTPosA (MOHWUTOpPWHra) 3a obecrneyeHMem YpoBHSA
3alUMLLEHHOCTM MHOOpMmauMM o fopaboTke (MoZepHM3aLMM) CUCTEMbI 3aWwmTbl  MHPOPMALUK
MHPOPMALMOHHON CUCTEMbI, MOBTOPHOM aTTecTaumMm MHOOPMALMOHHOM CUCTEMbI WAW MPOBEAEHUU
AOMNOIHUTENbHBIX AaTTECTALMOHHbBIX UCMbITAaHWUA.

ObecneuyeHune 3alnNTbI VIHd)OpMaLI,MVI Nnpu BbiBOAE U3 3KCNyaTal U
aTTeCTOBAHHOM VIHd)OpME]LI,MOHHOVI CncTembl A nocne NPUHATUA

pelleHns 06 oKoHYaHMM 06PaboTKN MHPOpPMaLUK

19. O6ecneyeHune 3alWTbl MHPOPMALMM NPW BbIBOAE U3 3KCMAyaTauMM aTTecTOBaHHOM



MHPOPMALMOHHOM CUCTEMBI MU MOCAE MPUHATMA pelleHns o6 OKoHYaHUKM 06paboTkn MHbopMaumUm
OCYLLECTBNISIETCA ONepaTopoM B COOTBETCTBMM C 3KCMNAyaTaLUMOHHOM [AOKYMEHTaluMel Ha cuctemy
3aWmThl  MHboOpMaAUMKM  MHOOPMALMOHHON CUCTEMbI U  OpraHMU3aLMOHHO-PacNoOPAANTENbHBIMM
OOKYMeHTaMM no 3awmTte MHGOPMaLMM U B TOM YMCNE BKAKOYAET:

apxMBMpoOBaHMe MHPOpPMaALUK, coaepKallenca B UHGOPMALMOHHOM cCUCTEME;

YHUYTOXEHME (CTUpaHWE) AaHHbIX WM OCTaTOYHOW MHOOPMALMM C MALUMHHBIX HOCUTenek
MHbOPMaLMK U (MNIN) YHUUTONKEHME MALLMHHBIX HOCUTeNEel MHbOoPMaLUU.

19.1. ApxuBupoBaHMe MHPoOpMaLMK, codepKalleiica B MHPOPMALMOHHOM cucTeme, A0KHO
OCYLLECTBAATbCA MPU HEeobXOAMMOCTU AasibHeMWero MCnoJib3oBaHUs MHbOPMaLUM B AEATEIbHOCTU
onepaTopa.

19.2. YHMUTOKeHMe (CTUpaHMe) AaHHbIX U OCTaTOYHOM MHOOPMAUMKM C MALLMHHBIX HOCUTenewn
MHGOpMAUMM MNPOU3BOAUTCA MPU HEeobXoaMMOCTM nepedayn MaLIMHHOIO HocuTena WHdbopmauuu
Apyromy nosib3oBatento MHGOPMaLMOHHON CUCTEMbI MAM B CTOPOHHME OpPraHU3auMn AN PEMOHTA,
TEXHWUYECKOro 06CNYHKNBAHUA MW AaNbHENLETr0 YHUUTOKEHUS.

Mpu BbIBOAE M3 3KCMIyaTaLMM MAWMHHbIX HocUTenen MHPopmaLmn, Ha KOTOPbIX OCYLLLECTBASINCD
XpaHeHWe M 06paboTka MHbOPMALMKM, OCYLLECTBAAETCS (M3MUYECKOE YHUUTOMKEHUE 3TUX MALUMHHbIX
HocuTenen nHbopmaumuu.

Ill. ToeboBaHMA K Mepam 3aWwuTbl MHPOPMALLMK, coaepKaLLelics
B MHPOPMALMOHHOM cucTeMe

20. OpraHuM3auMoHHbIE U TEeXHWYEeCKMe Mepbl 3aluTbl MHPOPMaUMKU, peasnsyemble B
MHPOPMALMOHHON CUCTEME B PaMKax €e CUCTeMbl 3aluTbl MHGOPMaUuK, B 3aBUCMMOCTU OT Yrpos3
6e30MacHOCTM  MHbOPMAUMK,  WUCMONb3yeMbIX WHGDOPMAUMOHHbLIX TEXHOJIOTUIA U CTPYKTYpHO-
dYHKLMOHANbHbIX XapaKTEPUCTUK MHPOPMALMOHHOM CUCTEMBI AONKHbI 06ecneynBaTh:

MAEHTUDMKAUMIO U ayTEHTUPUKALMIO CyOBEKTOB A0CTyNa U 06bEKTOB AOCTYNa;

ynpasaeHue A0CTyNom cybbeKToB A0CTyna K 06bekTam 40CTyna;

orpaHuMyeHue NPorpammHoON cpeasi;

3aLWMTY MaLLIMHHbIX HOCUTENen NHbopmaLmu;

perucTpaumio cobbiTuii besonacHocTy;

AHTUBUPYCHYIO 3aLLMTY;

obHapyKeHue (NpeaoTBpaLLeHMe) BTOPKEHNN;

KOHTPO/b (aHaNN3) 3aWMLLEHHOCTM MHPOPMALLUN;

LEeNOoCTHOCTb MHOOPMALMOHHOM cucTembl U MHGOPMALMK;

AOCTYNHOCTb MHPOPMALLUK;

3aLUTY cpeabl BUPTYanm3aumm;

3aLUUTY TEXHUYECKUX CPEACTB;

3aWNUTY MUHGOPMALLMOHHOM CUCTEMbI, €€ CPEACTB, CUCTEM CBA3U U Nepeaayn AaHHbIX.

CoctaB mep 3aWmMTbl MHOOPMauMM M ux 6asoBble HAaboOpbl ANA COOTBETCTBYHOLWMX KNACCOB
3aWMLLEHHOCTN MHPOPMALIMOHHBIX CUCTEM NpuUBeaeHbI B NpuaoxkeHun N 2 K HacToawmm TpeboBaHUAM.

20.1. Mepbl no mMaeHTUOUKAUMKM U ayTeHTUPUKAuMKM CcyOBbEKTOB AOCTyna M Ob6BEKTOB [0CTYNa
OOJ/KHbI  obecneunBaTb MNpUCBOeHME CybbeKTam W O0b6beKTamM f[O0CTyna YHMKaJbHOIO MpuM3HaKa
(naeHTUdUKaTOpa), cpaBHEHME NMpPeabABAAEMOro cybbekTom (06bekTom) AocTyna maeHTMdUKaTopa C
nepeyHem NPUCBOEHHbIX UOAEHTUDMKATOPOB, a TaKKe NPOBEPKY NPUHAANEKHOCTU CYObEKTY (06BEKTY)
O0CTyna npeabABAEHHOIo UM UaeHTUdUKaTopa (noaTBepKAeHUE NOANNHHOCTH).

20.2. Mepbl No ynpaBaeHUIO AOCTYyNOM cyObeKToB [0CTyna K 06beKkTam [0CTyna AOJIXKHbI
obecneunBaTb ynpasaeHue NpaBaMu U NPUBUAETUAMM CYOBEKTOB AOCTYyNa, pasrpaHUYeHne AocTyna
CyOBbEKTOB A0CTYMa K 06bEKTaM A0CTyMNa Ha OCHOBE COBOKYMHOCTU YCTAHOB/IEHHbIX B MHPOPMALIMOHHOM
cucTeme NpaBwua pasrpaHUYeHmna A0CTYNa, a TakKe obecneynBaTb KOHTPOb COBNOAEHUA STUX NPABUA.

20.3. Mepbl No OrpaHMYEHMIO NPOrPAaMMHON cpeabl A0/KHbI 0becneynBaTb YCTAaHOBKY U (MaK)
3aMyCK TO/IbKO Pa3peleHHOro K MWCNo/b30BaHUIO B WHPOPMALMOHHOM CUCTEME MNPOrPaMMHOrO
obecneyeHna WAM WCKAOYATb BO3MOMKHOCTb YCTAaHOBKM W (MAM) 3anycKka 3anpelieHHoro K
NCMNO/1Ib30BaHWUIO B MHPOPMALIMOHHOM CUCTEME NPOTrPAaMMHOro obecneyeHus.

20.4. Mepbl Mo 3aWUTE MaLUUHHbIX HOCUTenel nHbopmaumnmn (cpeacTsa ob6paboTkM (XpaHeHus)



MHOOPMALMKN, CbEMHblE MaLUMHHbIE HOCUTENN WHPOPMALMK) [OMKHBI WUCKAOYaTb BO3MOXKHOCTb
HECaHKLUMOHNPOBAHHOIO A0CTyMNa K MalUMHHbIM HOCUTENSIM M XpaHALLenca Ha HMX MHpopmaumu, a
TaKKe HeCaHKUMOHMPOBAHHOE UCMOJIb30BaHME CbeMHbIX MaLLUMHHbIX HOCUTeNel MHpopmauuu.

20.5. Mepbl no peructpaumm cobbiTMii He30MacHOCTM AO0NXHbI obecneunBaTb CH60p, 3anwuchb,
XPaHeHWe 1 3aWnTy MHGopMaunm o cobbiTMAax 6e3onacHOCTU B MHPOPMALMOHHON CUCTEME, @ TaKXKe
BO3MOXHOCTb MPOCMOTPA U aHa/IM3a MHPOPMALMM O TaKUX CODBITUAX U pearMpoBaHMe Ha HUX.

20.6. Mepbl N0 aHTUBMPYCHOM 3alunTe AO0NXKHbI 0becneymBaTb 06HapyKeHWe B MHGOPMALIMOHHOM
CUCTEME KOMMbIOTEPHbIX MPOrpaMmm AM60 MHOM KOMMNbIOTEPHOM MHbOPMaLMKM, NpeaHa3HaYeHHOW ans
HECAaHKUMOHMPOBAHHOIO YHMUYTOXEHUA, 6AOKMpPOBaHMA, MoAMPUKALMM, KOMMPOBAHMA KOMMNbIOTEPHOM
nHpopmauum UAN HeUTpanusauMm Cpeacts 3almTbl MHPOPMALMM, A TaKKe pearupoBaHUe Ha
06HapyKeHNe 3TUX NPOrpamm U MHbopMaLuuu.

20.7. Mepbl no ob6HapyxeHWo (NpeaoTBPaLLEHUIO) BTOPXKEHUN [OJKHbI obecneynBaTb
OOHapyKeHWe [encTBUA B  WMHPOPMAUMOHHOWM CUCTEME, HaMpaB/eHHbIX Ha NpeAHaMepeHHbIi
HECAHKLUMOHUPOBAHHbIN A0CTYN K MHGOPMaLMK, CneuuanbHble BO3LENCTBUMA Ha WHPOPMALNOHHYIO
cuctemy u (Man) nHpopmaumio B Lenax ee A0ObIBAHWA, YHUUTOXKEHUA, UCKAXKEHUA U BNOKMpPOBAHUA
A0CTyna K MHGOopMaLMK, a TaKXKe pearMpoBaHue Ha 3TU AeNCTBUA.

20.8. Mepbl NO KOHTPOAO (aHanu3y) 3awMLieHHOCTM MHbOpMaLMKM AOAXHbl obecneumBaTb
KOHTPO/Ib YPOBHSA 3aLMLLEHHOCTN MHPOPMALMK, cogeprKalenca B UHGOPMALMOHHOW cUCTeEME, NyTeM
npoBeAeHMA MepPonpuUATUIA MO aHaNN3Yy 3aLMLLEHHOCTU MHPOPMALLMOHHOM CUCTEMbI U TECTUPOBAHMIO
€e CUCTeMbI 3aLLMTbl UHGOPMALLUN.

20.9. Mepbl no obecnevyeHno LEeAoCTHOCTU MHPOPMALMOHHOM CUCTEMBI U MHPOPMALMN AOMKHbI
obecneunBatb  ObOHapy)KeHMe  GAKTOB  HECAHKUMOHMPOBAHHOMO  HApPyWeHMA  LLeNIOCTHOCTU
MHOOPMALUMOHHOM CUCTEMBI W coaepxKawencs B Heln WHOOPMAUMKM, a TaKKe BO3MOMKHOCTb
BOCCTAaHOB/IEHMA NMHDOPMALLMOHHOM CUCTEMBI U COoAeprKaLLelica B HEM MHGOpMaUu.

20.10. Mepbl no obecneyeHuto AOCTYMHOCTM MHPOPMALMKU  AO/KHbI  obecneymBaTb
aBTOPM30BAHHbLIN [OCTYN NONb30BATENEN, MMEKLWMX MpaBa MO TaKoOMy A[0CTyny, K WHbopmauuu,
cogepkawenca B  MHPOPMAUMOHHOM cucTeme, B  LWITAaTHOM  pexume  GYHKLUMOHMPOBAHUA
MHGOPMALNOHHOM CUCTEMBI.

20.11. Mepbl no 3aWuTe cpeabl BUPTyan3auum AOAXKHbI UCKAOYATb HECAHKLMOHMPOBAHHbLIN
[octyn K uHpopmauum, obpabatbiBaemoir B BUPTyasibHOM MWHPPACTPYKTYPE, M K KOMMOHEHTam
BMPTYasibHON MHPPACTPYKTYPbI, @ TaKKe BO3AENCTBME HA MHPOPMALMIO U KOMMNOHEHTbI, B TOM YnUCae K
CpeacTBaM  yNpaBAeHUA  BUPTYasibHOM  MHPPACTPYKTYPOW, MOHWUTOPY  BUPTYaibHbIX  MaLUMH
(rMnepBu3opy), cucTeme XpaHeHMA AaHHbIX (BKAOYas CUCTEMY XpaHeHMs 06pa3oB BMPTYasbHOWM
MHOPACTPYKTYpbI), CeTM nepefaynm [aHHbIX 4Yepe3 31eMeHTbl BUPTYasbHOW WAM  GU3MYECKOM
WMHOPACTPYKTYPbl, FOCTEBBIM OMEPALMOHHBIM CUCTEMAM, BMPTYasibHbIM MalUMHAM (KOHTelHepam),
cucTeMe M ceTu penvkaumu, TEPMUHANIbHBIM W BUPTYaNbHbIM YCTPOWCTBAM, a TaKKe cucTeme
pe3epBHOro KOMMPOBAHWUA U CO343aBaEMbIM €10 KOMUAM.

20.12. Mepbl MO 3aWMTe TEXHUYECKMX CPEACTB AO0/KHbI WUCKAHOYATb HECAHKLMOHMPOBAHHbIN
OOCTYN K CTaLUMOHApPHbIM TeXHUMYECKMM cpeacTBam, obpabaTtbiBalowmm MHOPMaLMIO, CPeacTBam,
obecneunsamoWmMm GyHKUMOHUPOBAHME MHPOPMALMOHHOM cucTeMbl (Janee - cpencTBa obecneyeHus
OYHKUMOHUPOBAHMWA), U B MOMELLLEHUSA, B KOTOPbIX OHW MOCTOAHHO PACMO/IOXKEHbI, 3aLLMTY TEXHNUYECKUX
CPeacTB OT BHEWHMX BO3AEWNCTBUIM, a TaKKe 3aWwuTy WHPOpMauuW, NpeacTaBAeHHOW B BuAe
MHGOPMATUBHbIX 3NEKTPUYECKMX CUTHANOB U GU3UYECKUX NONE.

20.13. Mepbl no 3awmte MHGOPMALMOHHOM CUCTEMbI, €e CPeacTB, CUCTEM CBA3W M Mepesayu
OAHHbIX [O0MXKHbI obecneumBaTb 3awWMTy MHPOpPMauMM nNpu  B3aMMOAENCTBUU MHPOPMALMOHHOM
CUCTEMbI U ee OTAENbHbBIX CEFMEHTOB C MHBIMW MHPOPMALMOHHBIMU CUCTEMaMU U MHOPMALMOHHO-
TENIEKOMMYHUKALUMOHHBbIMW  CETAMM  NOCPEACTBOM NPUMEHEHUA apPXMTEKTYPbl  WHGOPMALUOHHOWN
CUCTEMbI, MPOEKTHbIX PELUEHUI NO ee cucTeme 3awuTbl MHGOPMALMKM, HanpaBaeHHbIX Ha obecrneyeHne
3aWmTbl MHGOPMaL MK,

21. Bbibop mep 3awuTbl MHPOPMALMM A8 UX peanm3aumnmn B MHGOPMALIMOHHONM CUCTEME B PaMKaXx
€€ CUCTEMbI 3aLLUTbI MHOOPMALIMKN BKAKOYAET:

onpeaeneHne 6a3oBoro Habopa mep 3aWuTbl MHPOPMAUMM [N YCTAHOBNEHHOrO Kjacca
3aWMLLEHHOCTM MHOOPMALMOHHON CUCTEMbI B COOTBETCTBUM C 6a30BbIMM Habopamu Mep 3aLumTbI
MHbOpPMaUUK, NpuBeaeHHbIMU B NpunokeHum N 2 K HacToswmm TpeboBaHMAM;



apantTaumio 6asoBoro Habopa Mmep 3aWUTbl UHPOPMALUU NPUMEHUTENBHO K CTPYKTYPHO-
YHKUMOHANbHBIM XapaKTepucTUKam MHPOPMaLMOHHON CUCTEMbI, MHGOPMALIMOHHBIM TEXHOJIOTUAM,
0cobeHHOCTAM (GYHKLUMOHUPOBAHUA UHPOPMALMOHHON cUCTEMbI (B TOM UyMcie nNpeaycMaTpuUBatoLLyto
NcKAtoYeHne M3 6a3oBoro Habopa mep 3alWUTbl MHPOPMALUKM Mep, HEMoCPenCTBEHHO CBA3AHHbLIX C
MHOOPMALMOHHBLIMU  TEXHONIOTUAMU, HE WUCMNOJb3yeMbIMU B MHOOPMALMOHHOM CUCTEME, WU
CTPYKTYPHO-OYHKLMOHAbHBIMUN XapaKTEePUCTMKaMM, HE CBOMCTBEHHbIMU MHPOPMALMOHHOM cucTeme);

yTOYHEeHWe afdanTMpoBaHHOro 6a3oBoro Habopa mep 3aWuTbl MHPOPMALMM C YYETOM He
BblOpaHHbIX paHee mep 3aWmTbl MHGOPMAUMKM, NMPUBEAEHHbIX B MNpuaoxeHun N 2 K HacToALWMM
TpeboBaHMAM, B pe3y/ibTaTe 4Yero onpeaenatoTcs Mepbl 3alWMTbl MHPOpmaUMK, obecneymBaiowme
610KMpoBaHNE (HeWTpannsaumio) Bcex yrpos 6e3onacHocTM MHGOPMaLMK, BKAKOYEHHbIX B MOAE/b
yrpos 6esonacHoCcT1 MHbOpPMaLUW;

OOMNOJ/IHEHWE YTOYHEHHOrO aganTMpoBaHHOro 6asoBoro Habopa mep 3awmTbl MHGOpPMauUuU
Mmepamu, obecneynmBaroLMMN BbINOJHEHNE TpeboBaHMI O 3alwmTe MHOOPMAUUM, YCTaHOBEHHbLIMU
WHbIMW HOPMATMUBHbIMW MPABOBbLIMM aKTaMu B 06/1acTH 3aWmUTbl HGOPMALUKM, B TOM Yucie B obnactu
3aLUMTbl NePCOHA/bHbIX AaHHbIX.

Ons Bblbopa Mep 3awmTbl MHOOPMAUMM ANA COOTBETCTBYIOLLEro Knacca 3alUMLLEHHOCTU
MHOOPMALUMOHHOM  CUCTEMbI  MPUMEHAIOTCA  METOAMYECKME  AOKYMEHTbl, pa3paboTaHHble WU
yTBepaeHHble PCTIK Poccum B cOOTBETCTBMM C NoAnyHKTOM 4 nyHKTa 8 MonoxkeHus o PenepanbHoi
CnyKbe No TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOJIIO, yTBEpKAEeHHOro YKkasom MNpesnaeHTa Poccunitckol
depepaunn ot 16 asrycta 2004 r. N 1085.

22. B vHPOPMALMOHHOM CUCTEME COOTBETCTBYIOLWLErO KJjacca 3alMLEHHOCTM B pamMKax ee
CUCTEMbI 3aLLUTbI MHPOPMALMKN AONKHbI BbITb peasM3oBaHbl Mepbl 3aWUTbl UHGOPMaLUUK, BbibpaHHbIe
B COOTBETCTBMW C MNyHKTOM 21 HactoAwmx TpeboBaHMit u obecneumBatoume 6/IOKMPOBAHME
(HeliTpanmsauuio) Bcex yrpos 6es3onacHoCTM HbOPMaLUK.

Mpn 3TOM B WHOOPMAUMOHHOW cUCTEMEe AO/MKEH ObiTb, KakK MWHUMMYM, peasn3oBaH
a4anTUPOBaHHbLIN 6a30Bbl Habop mep 3awWmTbl MHGOPMALIMK, COOTBETCTBYIOLWIMIA YCTaHOBIEHHOMY
K/1laccy 3aWMUEeHHOCTM MHPOPMALMOHHOM CUCTEMBI.

23. Mpn HEBO3MOMKHOCTU peanunsauum B MHPOPMALMOHHOM CUCTEME B pPaMKax ee CUCTEMbI
3aWMUTbl UHPOPMAUMKU OTAENbHbLIX BbIOPaAHHbIX Mep 3aWwuTbl MHPOPMAUMKM Ha 3Tanax aganTauuu
6a30Boro Habopa mep 3aWmnTbl MHGOPMALIMN UK YTOYHEHUS a4anTUPOBaHHOro 6asoBoro Habopa mep
3aWMTbl MHGOPMAUUKM MOTYT pa3pabaTbiBaTbCA UHble (KOMNEHCUPYOWMeE) Mepbl 3aLlnTbl MHPOopMaL MK,
obecneunBatowme ageksaTHoe 610KMpoBaHUE (HEMTpannsaLmio) yrpos 6e3onacHoCcTU MHbopPMaUU.

B sTom cnyyae B xoge paspaboTKM cuCTeMbl 3alWmTbl MHGOPMaLMM MHOOPMALIMOHHOM CUCTEMDI
O0MKHO BbIThb NpoBeAeHO 060CHOBaHWE NPUMEHEHUA KOMMNEHCUPYIOLWMUX Mep 3aluTbl MHGOpMaLUK, a
Nnpu aTTeCTaLMOHHbIX UCMbITAHUAX OLLEHEHa A0CTaTOYHOCTb U a4eKBaTHOCTb AAHHbIX KOMMNEHCUPYHOLLNX
mep ana 6J10kMpoBaHMA (HenTpanusaumm) yrpos 6esonacHocTM MHGOpPMaLUUK.

24. Mepbl 3awWwmTbl MHPOpPMaLMK BbIBUPAIOTCA M peanusyoTcs B MHPOPMALIMOHHOM cucteme B
pamKax ee cMcTembl 3alLMTbl MHPOPMaLMK C y4eTOM Yyrpo3 6e30nacHOCTN MHPOPMALUN MPUMEHUTENIbHO
KO BCeM ObbeKTam M cybbekTam AocTyna Ha annapaTHOM, CUCTEMHOM, MPUKNAAHOM U CETEBOM
YPOBHAX, B TOM UYNC/IE B CPEAE BUPTYaANN3aLMM U 061a4HbIX BbIYUCAEHWUNA.

25. BbibpaHHble M peann3oBaHHble B UHGOPMALMOHHOM CUCTEME B PaMKax €e CUCTEMbI 3aLumThbl
MHbOPMaLUKN Mepbl 3aLMTbl MHPOPMALMK A0NKHbI 0becneynsaTs:

B MHOOPMALMOHHbIX cMcTeMax 1 Knacca 3almLeHHOCTH - HelTpanm3saumio (610KkupoBaHue) yrpos
6e30MacHOCTM MHDOPMaLUUK, CBA3AHHbIX C AeNCTBUAMM HAaPYLWIUTENA C BbICOKMM NOTEHLMAIOM;

B MHOOPMALMOHHbIX CUCTEMAX 2 KNacca 3alMLLEHHOCTH - HelTpanm3aumio (610KknMpoBaHue) yrpos
6e3onacHOCTM WHOOPMAUMM, CBA3AHHBLIX C AEUCTBMAMWU HApPyWUTENs C MOTEHUMANIOM He HUXKe
cpegHero;

B MHPOPMALMOHHBIX cMcTemMax 3 M 4 KNaccoB 3alUULEHHOCTU - HerTpaam3aumio (bnoKkMpoBaHue)
yrpos 6esonacHoCcT1 MHbOPMaLLMK, CBA3AHHbIX C AENCTBUAMM HaPYLUUTENS C HUSKMM MOTEHLUMNAIOM.

MoTeHuMan HapylMTena onpeaenseTcs B XoAe OLEHKM ero BO3MOXKHOCTEN, NPOBOAMMON Npwu
onpeaeneHnn yrpos 6esonacHocTU WMHPOPMALUMM B COOTBETCTBUM C NYHKTOM 14.3 HacToALMX
TpeboBaHuiA.

OnepaTopomM MOMeT 6biTb NPUHATO pelleHue O MPUMEHEeHUM B MHOOPMALMOHHOW cucTeme
COOTBETCTBYIOLLErO KAacca 3allMLEeHHOCTM Mep 3alWmTbl MHPopmaumm, obecnedymBalowmMx 3aWmTy oT
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yrpo3 6esonacHocTn nHGopMaLnK, peanmnsyembix HapywmTenem ¢ 6onee BbICOKMM NOTEHLMANOM.

26. TexHn4yeckne mepbl 3aWnUTbl MHPOPMALMM peanm3ytoTca NOCPeACcTBOM NPUMEHEHNA CPpeacTB
3alWNTbI MHPOPMALMN, UMEIOLLINMX HeobXxoaumble GyHKLUMM Be30nacHOCTU.

B aTom cnyyae B MHGOPMALMOHHbBIX cuctemax 1 1 2 Knacca 3alMUeHHOCTM NPUMEHALOTCA:

CpeAcTBa BblMMCAUTENIbHON TEXHMKM HE HUMXKe 5 Knacca;

CMCTEMbl 0BHapYKEeHUA BTOPXKEHWUI U CPeACTBA aHTUBMPYCHOM 3aLLMTbl HE HUXKe 4 Knacca;

MeXKceTeBble 3KpaHbl He HUXKe 3 Kaacca B cydyae B3aumoaenctensa MHGOPMaLNOHHOM CUCTEMbI C
MHPOPMALMOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMU MEXAYHapPOAHOro MHGOPMALMOHHOrO 0bMeHa 1
He HumKe 4 Knacca B C/lydyae OTCYTCTBMA B3aMMoAeNcTBMA WMHGOPMALMOHHON CUCTEMBI C
MHPOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMU MEXKAYHAPOAHOro MHGOPMALMOHHOTO obMeHa.

B nHPOpMaLMOHHBIX cMcTeMax 3 Knacca 3aMWEeHHOCTM NPUMEHALOTCA:

CpeacTBa BbIUNCAUTENBHOM TEXHMKN HE HUMXKe 5 Knacca;

CUCTEMbI OBOHapyKeHUs BTOPXEHWM W cpeacTBa aHTUBMPYCHOW 3aWMTbl He HuKe 4 Knacca B
C/lydyae B3aMMOAENCTBUS MHPOPMALIMOHHOM cUCTEMbl C MHOOPMALMOHHO-TEIEKOMMYHUKALMOHHbIMMU
CETAMM MeXAyHapoAHoro MHPOpPMaUMOHHOrO obMeHa M He HUMKe 5 Knacca B Cayyae OTCYTCTBUS
B3anMmMoaencTens MHPoOPMaLMOHHON cUCTEMBI C MHPOPMALMOHHO-TENIEKOMMYHUKALUNMOHHBIMW CETAMM
MeXKAyHapoaHoro HGOpPMaLMOHHOIo 0bMeHa;

MeXKceTeBble 3KpaHbl He HUXe 3 Knacca B Caydyae B3aMMoaencTBnsa MHGOPMaLNOHHOM CUCTEMDI C
MHOOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMU MEXKAYHAPOAHOro MHGOPMALMOHHOrO obmeHa U
He HwmKe 4 Knacca B C/lydae OTCYTCTBMA B3aMMOLENCTBUA WMHGOOPMALMOHHON CUCTEMBI C
MHPOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMU MEKAYHAPOAHOro MHGOPMALMOHHOTO obMeHa.

B nHpopmaumnoHHbIX cucTeMax 4 Knacca 3alMUeHHOCTM MPUMEHALIOTCA:

CpeacTBa BbIYNCAUTENBHOM TEXHUKN HEe HUXKe 5 Knacca;

CMCTEMbl 0BHapyKEeHUA BTOPXKEHUI U CPeACcTBa aHTUBMPYCHOM 3aLLMTbI HE HUXKe 5 Knacca;

MeKceTeBble 3KpaHbl He HMXKe 4 Knacca.

B nHdopmaumnoHHbIX cuctemax 1 M 2 KiaccoB 3aLLMLLEHHOCTU MPUMEHSAIOTCA CPeACTBaA 3aLLUTbI
nHpopmauum, nporpammHoe obecrneyeHme KOTOPbIX MPOLLIO MPOBEPKY HE HUXKE Yem Mo 4 ypOoBHIO
KOHTPO/1A OTCYTCTBMA HEAEKNAPMPOBAHHbIX BO3MOXHOCTEN.

27. B cnyyae 006paboTkM B UHOOPMAUMOHHON cucTeme UHPOPMALMK, COoAEepHKaLLEN
nepcoHasibHble AaHHble, pPeannsyemble B COOTBETCTBMU C NMyHKTamu 21 mn 22 HactoAwmx TpeboBaHUM
Mepbl 3aLlWnUTbl MHPOPMALMK:

Ana MHPopMaLMOHHON cucTembl 1 Knacca 3awmueHHocTn obecneumsatoT 1, 2, 3 M 4 ypOBHMU
3alMLLEHHOCTN NEPCOHANbHbIX AaHHbIX <1>;

<1> YcTaHaB/AMBaEeTCA B COOTBETCTBUM € TPebOBaHUAMM K 3alLMTe NEPCOHANbHbIX AAaHHbIX NPU UX
06paboTKe B MHGOPMALMOHHBIX CUCTEMAX NMEPCOHANbHbIX AAHHbIX, YTBEPKAEHHBIMMU NOCTAHOBAEHUEM
MpaBuTenbctea Poccuiickon Pegepauum ot 1 Hoabpsa 2012 r. N 1119.

AnA MHOOPMaLMOHHOM cucTembl 2 Knacca 3almuleHHocTu obecneumsatoT 2, 3 U 4 ypOBHMU
3aLMLLEHHOCTU NePCOHabHbIX AaHHbIX <*>;

ana MHGOPMaUMOHHOM cucTembl 3 Knacca 3awmuweHHoctM obecneumBatoT 3 M 4 ypoOBHMU
3aWMLLEHHOCTU NePCOHaNbHbIX AaHHbIX <*>;

ANA  MHOOPMAUMOHHOM cucTembl 4 Knacca 3allMuweHHocTn, obecneumBaloT 4  ypoBeHb
3aWMLLLEHHOCTUN MEePCOHANbHbIX AaHHbIX <*>,

28. Mpn McnoNb3oBaHMM B MHPOPMALMOHHbIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONOTUIM U
BbIAB/IEHUN AOMNO/HUTENbHbIX Yrpo3 6e30MacHOCTU UHbOPMaLUK, AN KOTOPbIX He onpeaeneHbl Mepbl
3aWmTbl MHGOPMaALMM, A0NKHbI pa3pabaTbiBaTbCA KOMMNEHCUPYIOLLME MepPbl B COOTBETCTBUM C MYHKTOM
23 HacToAwmx TpeboBaHMi.

Mpunoxkenne N 1
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K TpeboBaHMAM 0O 3aWmTe MHbOPMALLUN,

He COCTaB/AIOLWEN roCyAapCTBEHHYIO TaliHy,
coaeprKallenca B rocyaapCcTBeHHbIX
MHPOPMALMNOHHBIX CUCTEMAX

ONPEAENEHWUE KNACCA 3ALLMWEHHOCTU MHOOPMALMOHHOM CUCTEMBbI

1. Knacc 3awmueHHocTM MHbOopMaLMOoHHOM cuctembl (nepsbild Knacc (K1), BTopoi Knacc (K2),
TpetTnin Knacc (K3), yetBepTbii Knacc (K4)) onpegenserca B 3aBMCMMOCTM OT YPOBHA 3HAYMMOCTU
nHbopmauumn  (¥Y3), obpabatbiBaemoli B 3TOM  MHOOPMALMOHHOM cuUCTeMe, MW  MaclTaba
MHbOPMALUNOHHOWM cucTembl (PpeaepanbHbiid, perMoHanbHbIA, 0OBEKTOBbIN).

Knacc 3awmweHHocTH (K) = [ypoBeHb 3HaUMMOCTN MHPOPMaLLMK; MacliTab cuctembl).

2. YpoBeHb 3HAUMMOCTM WHPOPMaALMKM ONpesenseTca CTeneHbilo BO3MOMKHOIo yuwepba ans
obnapatens mHbopmaumm (3akasumka) M (MnM) onepatopa OT HapyweHUs KOHPUAEHLMANLHOCTU
(HenpaBomepHble [OCTYN, KOMWPOBaHWE, NPeAOCTaBAEHME WM PACNPOCTPaHEHWE), LEeNOoCTHOCTM
(HenpaBomepHble YHUUTOXKEHME WAM  MoandUULMpPOBaHME) WMAM  [OCTYNHOCTM (HenpaBomepHoe
610KMpoBaHUe) MHGoOpMaLuK.

Y3 = [(KoHpuaeHUMaNnbHOCTb, cTeneHb yulepba) (LenocTHocTb, cTeneHb yuepba) (A0CTyNHOCTD,
cTeneHs yuiepba)],

rae cTeneHb BO3MOXHOMO yulepba onpegensetca obnagatenem MHPopmMaLMM (3aKasuMKom) U
(Mnun) onepaTopom camMoCTOATENIbHO SKCNEPTHLIM UM UHBIMU METOAAMMU U MOXKET BbITb:

BbICOKOM, €c/nm B pesy/bTaTe HapyleHMAa OAHOro M3 CBOWMCTB 6He3onacHocTM MHpopmauumm
(KoHdMAeHUMANbHOCTN,  LENOCTHOCTU,  OOCTYNHOCTM) BO3MOMHbl  CYLLECTBEHHble HeraTMBHble
NnocneacTBusi B COLMaNbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHBIX
obnactax peatenbHoct U (MauM) uHPopmaumoHHas cuctema U (Mnm) onepatop (obnapatens
MHbOPMaLMKN) HE MOTYT BbINOJIHATb BO3/I0XKEHHbIE Ha HUX QYHKUUY;

cpeaHel, ecnn B pesyabTaTe HapylWeHWs OoAHOro W3 CBOWMCTB 6e3onacHoCTM MHbopmauuu
(KOHOUAEHUMANbHOCTU, LENOCTHOCTM, AOCTYNHOCTM) BO3MOKHbI YMEPEHHbIE HEraTUBHbIE MOC/AeACTBUA
B COLMANbHOWN, MOSINTUYECKOWN, MEXAYHAapOAHON, S3KOHOMMYECKON, PUHAHCOBOM WMAMU WHbIX obnacTax
aeatenbHocTU U (Man) nHbopmauuoHHas cuctema U (nnm) onepatop (obnagaTens MHbopmMmaumn) He
MOTYT BbINOJIHATb XOTA 6bl 04HY M3 BO3/0XKEHHbIX HAa HUX QYHKUMNA;

HMU3KOW, €ecNM B pes3ynbTaTe HapylleHMA OAHOro W3 CBOMCTB 6e3onacHOCTM WHbOopmauuUK
(KOoHOUAEHUMANbHOCTY, LENOCTHOCTM, AOCTYNHOCTM) BO3MOMHbI HE3HauuTeslbHble HEeraTuMBHbIE
nocneacTBus B COLMaNbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHbIX
obnactax pgeatenbHocTM U (MauM) uHPopmauMoHHas cuctema U (Mnm) onepatop (obnagatens
MHbOPMALMM) MOTYT BbINOJIHATL BO3/IOMKEHHbIE Ha HUX GYHKUUM C HEeAO0CTaTOYHON 3PPEKTUBHOCTLIO
WK BbINONHEHME GYHKLMIN BO3MOXKHO TOJIbKO C MPUBIEYEHNEM AOMONHUTENbHbIX CUA U CPeaCTB.

NHbopMaums MMeeT BbICOKUIA ypoBeHb 3HauMmocTu (Y3 1), ecam xotsa 6bl 418 04HOTO U3 CBOMCTB
6e3onacHoCTM MHGopMaLmK (KOHOUAEHUMANBHOCTH, LLeNIOCTHOCTH, AOCTYNHOCTN) onpeaeneHa BbiCOKas
cTeneHb yuwepba. MHbopmaumusa nmeeTt cpeaHuin ypoBeHb 3HaunmocTtu (Y3 2), ecnmn xota bbl gns ogHoro
M3 CBOMCTB 6e3onacHocTM WHpopmaumm (KOHOUMAEHLUMANBbHOCTHU, LENOCTHOCTU, AOCTYMHOCTH)
onpeaesieHa cpenHAn cTeneHb ywepba n HeT HM O4HOro CBOMCTBA, A4/17 KOTOPOTro onpesgesieHa BbiCOKas
cTeneHb yuiepba. MHdopmauma MMeeT HU3KUI ypoBeHb 3HauyumocTu (Y3 3), ecan AnAa Bcex CBOWMCTB
6e30nacHOCTM UHbOopPMauuKn (KOHOUAEHLMANBbHOCTH, LEeNOCTHOCTU, AOCTYMHOCTM) onpeaeneHbl HU3KNe
cTeneHu yuwepba.

MHbopmauus uMeeT MUHMMaANbHbLIM ypoBeHb 3HaummocTn (Y3 4), ecnn obnapatenem
nHbopmauum (3akasumkom) u (MaM) onepaTopom cTeneHb yulepba OT HapylWeHWs CBOKCTB
6esonacHocTM UHbopmauumn (KoHOUAEHUMANbHOCTU, LUENOCTHOCTM, AOCTYMHOCTU) HEe MOMKeT 6biTb
onpeaesneHa, HO Npu 3TOM MHbOPMAUUA MNOANENKUT 3alMTe B COOTBETCTBUM C 3aKOHOAATE/NbCTBOM
Poccuiickoin Peagepaumnn.
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Mpu 06paboTke B MHPOPMALIMOHHOM cucTeme AByX U Bonee BMAOB MHbOpMaLUUKM (cnyxKebHan
TaliHa, HaNoroBas TaHa M MHble YCTAHOB/IEHHbIE 3aKOHOAATeNbCTBOM Poccuitickon deaepaumn BUabI
MHbOPMaLMKN OrPaHNYEHHOrO 40CTYNa) ypoBeHb 3HAaYMMOCTU MHbopmaLmm (Y3) onpeaenatcs oTaebHO
ONA Kaxkaoro snga uHbopmauuun. Utorosbli ypoBeHb 3HAUMMOCTM MHPOpPMaLMKM, obpabaTbiBaemoit B
MHGOPMAUMOHHOM CUCTEME, YCTaHaB/AMBAETCA MO HaMBbLICWMM 3HAYEHUAM CTENEHW BO3MOMKHOIO
ywepba, onpeneneHHbIM AnA  KOHOMAEHUMANBbHOCTU, LENOCTHOCTWU, [AOCTYNHOCTU WHPOpMaLUn
KaXkgoro sMaa uHoopmauum.

3. MHbopmaumoHHaA cuctema umeeT dedepasnbHbiit maclwTtab, ecim oHa ¢GYHKUMOHMPYET Ha
Tepputopun Poccuitickoit Pepepauumn (B npeaenax denepanbHOro OKpyra) U MMeeT CermeHTbl B
cybbeKkTax Poccuiickoit degepaumm, MyHULMNANAbHBIX 06pa30BaHMAX U (MAK) OpraHU3aLMAX.

NHPOpPMaUMOHHAA cucTeMa MMEET PerMoHaNbHbIM MmacwTab, ecanm oHa OYHKUMOHMPYET Ha
TeppuTopun cybbekTa Poccuitickot ®depepaumm M MMEET CEerMeHTbl B OAHOM MAM  HECKOJIbKUX
MYHUUMNANbHbIX 06pa3oBaHMAX U (M1M) NOABEAOMCTBEHHbIX U MHbIX OPraHM3aLmaXx.

NHPopMaUMOHHanA cucTemMa nmeeT 06bEKTOBbLIM MaclwTab, eciv oHa GYHKUMOHUPYET Ha 06 beKTax
opHoro ¢enepanbHOro opraHa rocyAapcTBEHHOW BAACTM, OpraHa rocyfapCTBEHHOM BAacTh cybbekTa
Poccuiickoit ®epepaumm, MyHUUMNAAbHOTO 06pa3oBaHMA U (MKN) OPraHN3aLMKN N HE UMEET CEFMEHTOB B
TEPPUTOPUA/IbHBIX  OpraHax, npeacTaBUTeNnbCTBax, OGuAMANax, MNoABEeAOMCTBEHHbIX W UHbIX
opraHu3aumax.

4. Knacc 3aWmieHHOCTM MUHGOPMALMOHHON CUCTEMbI ONpeaensaeTca B COOTBETCTBUN C TabaunLen:

YpoBeHb Macmra®b MHOOPMALUMOHHOM CHCTEMEL
3HAYMMOCTHU
nHbopMaLmm denepasibHEIM PernMoHaJIbHEIN OBOBEKTOBHIM
v3 1 K1 K1 K1
y3 2 K1 K2 K2
y3 3 K2 K3 K3
v3 4 K3 K3 K4

MpunoxkeHune N 2

K TpeboBaHMAM 0 3amTe MHOPMALUK,

He COCTaB/AOLEN rOCYAapCTBEHHYIO TaliHY,
copeprrallenca B rocyaapCcTBEHHbIX
MHPOPMALMOHHBIX CUCTEMAX

COCTAB
MEP 3ALLNTBI MUHOOPMALMU N UX BA3OBbIE HABOPbI
O1A COOTBETCTBYIOLLEEIO K/TACCA 3ALWLMNLWLEHHOCTU
NHPOPMALMOHHOM CUCTEMB

YCcIjoB— Mepel 3ammMTEl MHQOPMaLMM B Kitaccu
HOe VHQOPMAaLIMIOHHEBIX 3alUIEeHHOC TN
oBDo03Ha cucTeMax nHOOPMALIMOHHOM
- CHUCTEME
JeHue 7 3 5 7
128
HOMeEpP
MEePH
I. NmeHTubukaluud M ayTeHTUOMKALMSA
CyDBEKTOB IOCTyIa M OOBEKTOB mocTyna (MAD)

VAD.]1 |meHTubuKaumusa ¥ ayTeHTUuduKaumsa + + + +

noJib30BaTEJIEN,

ABJIALLMXCA paboTHMKaMM ollepaTopa
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VAD.2 |imeHTUOMKALMKL M ayTeHTUOUKALUI
YCTPOMCTB, B TOM
4pcJjie CTalMOHAPHBIX, MOOWMIIBHEIX U
1OPTaTUBHBIX
VA®. 3 | YuopaBJeHue uneHTudMKaTOPaMI, B + +
TOM qycie
cosnaHue, OpUCBOEHUE,
YHUUTOXEHUE
UOEHTUOMKATOPOB
VAD.4 | YnpaBJieHMEe CpelcTBaMM ayTeHTubmxauuu, + +
B TOM
yuycie XpaHeHue, BHIIAYA,
VHMLMAaIM3aumsa,
OJIOKMPOBaHME CPENCTB ayTeHTHOMKAUUM U
IPUHATHE
MEep B ClydYae yTpaTe U (1)
KOMIIpOMEe Talum
CPpelCTB ayTeHTUOUKALIUN
VAD.5 | BammTa obpaTHOM CBABU npu + +
BBOIE
Ay TEeHTUOUKALUMOHHOM MHOOPMaLUM
VA®. 6 | MgeHTubUKauMsa WM ayTeHTUbMKALIMI + +
noJib30BaTesien,
He ABJAIMxXCa paboTHMKAMM ollepaTopa
(BHEmHMX
[IOJIb30BATEJIEN)
VA®.7 | NoenTubmukaumsa u ayTeHTUubmuKaumsa
ODOBEKTOB
banyoBOM CUCTEMH, 3allyCKaeMblx U
VICIIOJIH IEMBIX
MonmyJien, ODOBEKTOB CHUCTEM yIpaBJieHs
BazaMu
OAaHHBEIX, OOBEKTOB, CO3IaBaeMHX
IpYKJIa IHEM 128
crieumalib HEIM IpPOTPaMMHEIM
obecrieueHueM, MHBIX
OOBEKTOB IOCTyIla
IT. YnpaBjieHMe IOOCTYIIOM
Ccy®OBEKTOB IOCTyIla k obbekTam noctyna (YIII)
YIIO.1 | YnpaBJjeHue (3aBeneHue, aKTUBAaLMUA, + +
OJIOKMpPOBaHME
Y YHUUTOXEHME) YUEeTHEMM 3alMCaMU
IoJIb30BaTEeJIEN,
B TOM UMCJIE€ BHEIHUX I[10JIb30BaTeJIeN
VIII.2 | Peanuzaumusa HeOoOXOIMMEIX METOIOB + +
(DM CKPELVOHHEIN,
MaHOATHBEIM, POJIEBOM MM MHOMU
MeTon) , TUIIOB
(uTeHMe, 3anuch, BRIIIOJIHEHME WMJIM MHOMU
TIIT) u
nNpaBuUil pa3rpaHUYeHusa OOCTyIla
YII.3 | YopaBieHre (duiabTpalmus, MaplpyTusalusd,
KOHTPOJIb
coenVHEeHMM, OHOHOHAIlpaBJIeHHAasa Iepenada
Y  VHBIE
CHOCOOEl yHIpaBJIEHUSA) HQOPMaLVOHHEIMIM
noToKaMm
MEeXIy YCTPOMCTBaMM, CEeIMEeHTaMu
MHOOPMaLMOHHOM
CUCTEMEI, a TaKxe Mexnay
HQOPMaLVOHHEIMM
cucTeMaMu




yiun. 4

PaspmesnieHue IIOJIHOMOUMM (pouen)
noJib30BaTEJIEeN,

aIMVUHMCTPATOPOR u JIN1L,
obecrneunBamnlnx

byHKUMOHMPOBaHME MHOOPMALMOHHOM CUCTEMEL

YIg.5

HasHaueHUue MMHMMAJIbHO HeODXOOMMEIX
npas u

OPUBUIIETUIM II0OJIb30BATEJAM,
aIMMHMCTPAaTOpPaM u

JuLam, obecneumBaniyM
OYHKUMOHMPOBAHME

VHOOPMAaLVMOHHOM CHCTEMEL

YIO.6

OrpaHuyeHMe HeyCIIEUHBIX IIOIBITOK
BXOIa B

MHOOPMALMOHHYIO cucrTemy
(mocTyna K

MHQOPMALIMOHHOM CUCTeMe)

yun.7

[IpenynpexneHue IOJIb30BATEJIA IPU eTro
BXOIe B

VHQOPMAaLMOHHYIO cucreMmy e} TOM,
uTo B

MHQOPMALMOHHOM CUCTEME pPeasin30BaHbL
MEPEl  3alXUTEH

nHpopMaLMM, M O HeODXOIMMOCTU
COOJIIIEHUSA UM

YCTaHOBJIEHHBIX ornepaTopoMm npaBmil
06paboTku

nHQOPMaLN

VII. 8

OmoBeneHre MOJIb30BATEJIS I[IOCJEe YCIEUNHOTO
BXOIma B

MHOOPMALIMOHHYI CUCTEMY O €T0 MNPeIHOylieM
BXOIOe B

MHOOPMALIMOHHYID CUCTEMY

yung. 9

OrpaHMUYeHMe YMcila IapaJjiJIeJIbHEIX CEeaHCOB
mocTyna

OJisg KaxIom YUeTHOM 3anmcu
IOJIb30BAaTEJIA

MHOOPMALMOHHOM CUCTEMEL

yum.1o0

BriokupoBaHue CceaHca JOoCTylna B
MHOOPMALMOHHYIO

cucTemy rnocrje YCTaHOBJIEHHOTO
BpPEeMeHU

Be3meMcTBMA (HEAKTMBHOCTM) IOJIB30BATENA
MM 1O

ero 3anpocy

yumg.11

PaspemeHue (3amnper) oercTeun
noJib30BaTEJIEN,
Pa3peleHHBX OO0 MIASeHTUOUKAUUUM U
ayTeHTUdruKaumum

yiumg.12

[lonpmepxka M COXpaHeHMe aTpubyTOBR
0e30nacCHOCTU

(MeTOk ©e30NaCHOCTHM), CBS3aHHBX C
nHbpopMaumem B

npolecce ee xXpaHeHUuda U 0obpaboTku

yiug.13

Peanmzaumna SalUIEHHOTO YHOaJIeHHOT'O
oocTyra

CyOBEKTOB IOOCTylla K OObeKTaM
JocTymna yepes

BHelmHMe MHOOPMaLMOHHO-
TEeJICKOMMYHMKALMOHHEE CEeTU

yig.14

PernameHTaumsa 1z KOHTPOJIb
VCIIOJIb30BaHMS B
VHQOPMALMOHHOM CUCTEME TEeXHOJIOT'UMN




BecnpoBOOHOTO
nocrTyla

YIm.15

PerjslaMeHTauusa u KOHTPOJIb
MCIIOJIb30BaHUS B

MHQOPMALMOHHOM CHUCTeMe MOOWMJIIbHEIX
TeXHUUECKUX

cpeIncTs

YIg.16

YrnpaBJieHMe B3aMMOOEMCTBUMEM C
HQOPMAaLMOHHEIMM

cucTeMaMu CTOPOHHUX opraHmu3aumun
(BHemHMe

MHOOPMAaLMOHHEE CUCTEMEI)

yIig.17

ObecrneueHue IOOBEPEHHOM 3aTpPy3KN
CpencTs
BEIUMCJIMTEJIBHOY TEeXHUKU

III. OrpaHMYeHMEe MNPOTPAaMMHOMN CPeIEH

(OIIC)

OlcC.1

YhnpaBJieHMe 3allyCKOM (obpaumeHmAMM )
KOMIIOHEHTOB

IPOTPaMMHOTIO obecneueHus, B TOM
yumcije

onpenejieHMe 3allyCKaeMEX KOMIIOHEHTOB,
HaCcTpoOMKa

napaMeTpoB 3alycka KOMIIOHEHTOB,
KOHTPOJIb 3a

3alyCKOM KOMIIOHEHTOB IIPOI'PaMMHOIO
obecrnieuyeHus

OIC.2

YnpaBJjieHue YCTaHOBKOM
(MHCTAaNIauMen)

KOMIIOHEHTOB MNPOIPaMMHOI'O ofOecledeHusd,
B TOM

yuycJie onpenejieHue KOMIIOHEHTOB,
nonJiexammx

YCTaHOBKeE, HaCcTpoMKa IapaMeTpoB
YCTaHOBKMU

KOMIIOHEHTOB, KOHTPOJIbL 3a YyCTaHOBKOM
KOMIIOHEHTOB

OpoTrpaMMHOTO obeclieueHusa

OIlC. 3

YcTaHoBKa (MHCTAJIISLMS) TOJIbLKO
pas3spemleHHOoTo K

VCIIOJIb30BAHMIO MIPOTPaMMHOTO obeclneueHus
u (m1m)

ero0 KOMIIOHEHTOB

OIC.4

YnpaBJjleHVe BpeMeHHBIMM Odariamu, B
TOM qycie

3anpeT, paspelueHue, nepeHanpaBJieHKE
3anmucy,

yIaJleHre BPEMEeHHHX QanjoB

IV. BammTa MallMHHBEIX HOCUTeJiel MHOopMalLumu

(3HI)

BHIM.1

YyeT MallMHHBIX HOCUTEJIeM MHOOopMalUUM

+

+

+

3HI. 2

YnpaeJieHne OOCTYIIOM K MalIMHHBIM
HOCUTEJIAM
HOOPMAa LN

+

+

+

3HI. 3

KouTposb rnepeMeleHnsa MAaUMHHEIX
HOCHUTEeJIen

yHGOpPMaLMKM 3a Ipelejibl KOHTPOJIUPYyeMOM
3OHEI

SHU. 4

VckJoueHue BO3MOXHOCTHU
HECAHKLUMVOHVPOBAHHOT'O

OBHAKOMJIEHUS ¢} comepXaHueM
nHOoOpPMaLMM,

XpaHdmercsa Ha MallMHHBIX HOCUTEJAX,
u (115111)

MCIIOJIB30BAaHMA HOCUTEJIEN yHQOPMaLM




B VIHEIX
MHOQOPMALIMOHHEIX CHUCTeMax
3HIN.5 | KoHTpOJIB VCIIOJIE30BaHUA MHTepO®elCcoB
BBOZIA
(BEIBOIIA) yHbOPMaLM Ha MallMHHEIE
HOCUTEN
HOOPMa LM
B3HI.6 | KoHTpOoJIb BBOIa (BHIBOHA) MHbOOpPMAUMM Ha
MallMHHEIE
HOoCuUTenu MHbOpMalLmu
3HU.7 | KoHTPOJIb MNOOKJIIOYEHU A MaIIVHHEIX
HOCHUTeJIen
nHdopMaL UM
3HN. 8 | YHMUTOXeHMe (CTuUpaHue) nHdpopMau M Ha + +
MalIMHHBIX
HOCUTEJIAX [PU MX [eperade Mexny
[IOJIb30BaTeJIAMY,
B CTOPOHHUE opraHu3aumumn oiisa
peMoHTa ZnpeZi
yTUIM3auum, a Takxe KOHTPOJIb
YHUUTOXEHU S
(cTupaHusa)
V. PerucrTpauusa cobeTuy OezonacHocTu (PCB)
PCBE.1l | OnpenesieHre CcOObITUNM ©Oe30IaCHOCTH, + +
noaJjexaummx
perucrpauur, ¥ CPOKOB MX XPaHEHUS
PCE.Z2 | OnpeznejyieHre coCTaBa M COIepPXaHUS + +
nHpopMaLMM O
COBORITUAX 0Oe30MacHOCTHM, IOonJiexallux
perucrpauumn
PCE.3 |Cbop, 3anmMchb U XpaHeHMe uHOOpMaLUUM O + +
COOEBITMAX
0e30NaCHOCTM B TeUeHMEe YyCTAaHOBJIEHHOTO
BpPEMEHU
XpPaHEeHU S
PCBE.4 | PearupoBaHMe Ha cOoM [pM permcTpauun + +
COOEITHUM
6esonacHOCTH, B TOM yucrie
anmnapaTHEEe 128
nporpaMMHele ouwmbky, cObom B
MexaHMsMax cbopa
nHbopMaLum " OOCTUXEHME
npeneja VI
nepenojiHeHusa obbema (eMKOCTHM) MNaMATU
PCB.5 | MOHMTOPMUHT (mpocMoTp, aHams) + +
pPesyibTaToB
perncTpauumy COOBITUM OEe30MNaCHOCTU U
pearupoBaHue
Ha HUX
PCE. 6 | 'eHepUpOBaHUE BpPEMEHHEIX METOK u + +
(115111)
CUHXPOHMU3aLMsa CUCTEMHOT'O
BPEMEHU B
MHOQOPMAaLMOHHOM CUCTEME
PCBE.7 | 3amuTa MHOOPMALUMM O COOBITMAX + +
0e30MaCHOCTHU
PCE.8 | OBecneueHye BOBMOXHOCTM I[IpOCMOTpa U
aHanmsa
nHbopMaluMM O OEMCTBUAX OTIEJIbHHX
IIOJIb30BaTeJen
B MHQOPMAaLMOHHOM CHCTEME




VI. AHTUMBMPYCHas 3aumTa (AB3)

AB3.1 | Peanmsaumrs aHTUBMPYCHOM 3alMTEH + +
AB3.2 | OBHOBJIeHVEe ©0asbl JaHHEIX [IPUBHAKOB + +
BPEeIOHOCHHIX

KOMIIBIOTEPHEIX INPOTPaMM (BUPYCOB)

VII. OOHapyxeHre BTOpxXeHuUn (COB)

COB.1 | OBbHapyxeHMEe BTOPXEHUM

COB.2 | OBHOBJNIeHMEe Oaszbl pemanlyx IPpaBu

VIII. KoHTpOJb (aHalM3) 3alMIeHHOCTM MHOOpMaLMM

AH3.1 | BeapjeHue, aHaamMs YSA3BUMOCTEMN +
“HOOPMAaLIMOHHOM

CUCTEME 12 ornepaTmuBHOE yCTpaHeHue
BHOBbB

BHIABJIEHHBEIX YSA3BUMOCTEM

AH3.2 | KoHTPOJIb YCTaHOBKU ODHOBJIEHUN + +
IPOTPaMMHOTIO

obecneueHusd, BKJIOUAS OOHOBJIEHUE
OpOTPaMMHOTIO

obecrnedeHusa CpelCTB 3alMTE MHOOPMaLMMK

AH3.3 | KoHTpOoJb paboTocrnocobHOCTH, +
napaMeTpoB

HaCTPOMKU " NpPaBUJIBHOCTHU
OYHKUMOHUPOBAHMUSA

NPOTPaMMHOTO OOecnedeHusa n CPencTs
3aMUTH

nHPOPMaLM

AH3.4 | KoHTpOJb cocTaBa TeXHUUYECKUX +
CpencTs,

NPOTPaMMHOTO OOecnedeHusa n CpencTs
BalUTH

nHPoOPMaLM

AH3.5 | KouTpoJsibp npaBuWjl TI'eHepaluuu U CMEHEL +
napoJien

oJib30BaTejiel, 3aBeleHMsa U yHOaJleHuda
ydeTHBIX

3anmucemn IoJIb30BaTeNIeN, peanmus3aumnumn
IpaBuiI

pasrpaHnyYeHnsa OOCTYIIOM,
TIOJIHOMOUMUM

IOJIb30BaTeJIe B MHOOPMALUMOHHOM CHCTEME

IX. ObecnedueHMe LEJOCTHOCTM MHOOPMALMOHHOM
cucTeMe M MHOopMmauum (OLJI)

OlJI.1 | KOHTpOJIb LEJIOCTHOCTM MNPOTPaMMHOTO
obecneueHusd,

BKJIOUAA [NPOT'PaMMHOe oDecledeHue
CPenOCTB BalMTH

vHQOPMaLM

OLJI.2 | KOHTPpOJIb LEeJIOCTHOCTM MHbOpMalLUM,
comepxamencsa B
Baszax IOaHHBIX MHOOPMAULMOHHOM CUCTEME

OLJI. 3 | OBecneueHue BO3BMOXHOCTMU + +
BOCCTAHOBJIEHUSA
OpoTpaMMHOTO ofecleueHus, BKJOUaL
npoIpaMMHOe
obecrnieueHre CpPpencTB BalMUTH
nHdpopMaLnM, npu

BO3HMKHOBEHNMNM HelTaTHBIX CI/I'I‘yaLU/HZ

OLJI. 4 | OBbHapyXeHMe U pearmMpoBaHMe Ha
I[IOCTYIUJIEHNE B

VHQOPMAaLIMOHHYIO cucremy
He3arpalrpBaeMBIX
3JIEKTPOHHEIX COOOUWEeHuM  (IuceM,

IOOKYMEHTOB) u




MHOM yHbOPMaLMM, HEe

OTHOCSMMUXCS K

GYHKUMOHVPOBAHMID MHOOPMALMOHHOY CUCTEME
(zammTa

oT crnama)

OLJI.5 | KouTpose comepxaHua MHOOpMALNM,
nepenagaeMom mu3
VHQOPMAaLMMOHHOM CUCTEMEL
(KOHTEMHEPHE,
OCHOBAHHEIM Ha CBOMCTBax OOBEeKTa
mocryna, 12
KOHTEHTHEM, OCHOBAHHBIM Ha IIOMUCKE
3alpeleHHON K
nepenave mMHOOpMaLUMM C MCIHOJIb30BaHUEM
CUTHATYDP,
MacCoK n VIHBIX METOIOB) , n
VCKJIIOUEeHMe
HelpaBOMEPHOM nepenauu
nHdopMaL UM us3
MHOOPMALMOHHOM CUCTEMEL
OLJI. 6 | OrpaHnUeHME npas IOJIb30BAaTEJIEN o
BBOIY
nHbpopMauum B MHOOPMALIMOHHYID CUCTEMY
OLJI.7 | KOHTPpOJIE TOYHOCTH, TIOJIHOTEL u
IIPaBMIIBHOCTU
IOAHHBEIX, BBOIMMEIX B MHOOPMALMOHHYIO
cucremy
OLJI.8 | KoHTpoJsb OWMOOUHEIX IEMCTBUM
IoJIb30BaTeJIeEN 11O
BBOLY u (mm) nepenade
nHOOPMaLUM n
npenylnpexieHue IoJIb30BaTeJIeN ob
OmMOOUHEIX
OeMCTBUAX
X. ObecneueHMe noCcTynHOCTM MHOQopMauum (OLT)
OIT.1 | icnioJib30BaHMUE OTKAa30yCTOMUMBEIX
TeXHNYUECKUX
CpeIncTs
OLT.2 | Pe3epBUPOBAHMKE TeXHUYECKUX
cCpeIncTs,
OpOTPaMMHOTIO obecnedeHusd, KaHaJIOB
nepenadmu
vHOOpPMaLMM, CpencTs
obecrneuyeHussa
OYHKUMOHUPOBAHUA MHOOPMALMOHHOM CUCTEMEBL
OIOT.3 | KoHTpOJb 0e30TKa3HOI'0 +
OYHKUMOHUPOBAHMUA
TEXHMYUECKMUX CPEenCcTB, OOHapyXeHMe U
JoKaJIM3aluusa
OTKa30B OQYHKIMOHMPOBAHUSA, NPUHATHKE
Mep 1o
BOCCTAHOBJIEHUIO OTKa3aBUMX CpencCTB
n nx
TEeCTUPOBAaHME
OIT.4 |lepromndeckoe pe3epBHOE KONMPOBAaHUE +
nHOOPMa LM
Ha pe3epBHBIE MallMHHBIE HOCUTEJU
vHOOPMaLM
OIT.5 | ObecneueHue BOBMOXHOCTHU +
BOCCTAHOBJIEHUA
nHbopMaLMM C PEe3EepPBHEX MalVHHBIX
HOCUTeJen

nHOOPMaLUM (pe3epBHBIX KONINMM) B




TEe4YeHne
YCTAaHOBJIEHHOT'O BPEMEHHOI'O MHTepBaljla

OIT. 6 | Knacrepmuzaumusa MHOOPMALMOHHOM CUCTEMEl U
(mm) ee
CEeIrMeHTOB
OOT.7 | KoHTpOJIE COCTOAHMA M KadecTBa
npenocTaBJIEeHUI
YIIOJIHOMOUEHHEIM  JIMIIOM  BEUMCJIMTEJbHBIX
pecypcosB
(MomWHOCTENM) , B TOM UMCJIe IO llepenaue
nHOOPMa LM
XI. BammTa cpenbs BupTyaamzaumu (3CB)
3CB.1 | MoneHnTrdukaumsa u ayTeHTuduKaumsa + +
CYyOBEKTOB
mocTyrna u OOBEeKTOB oocTyIria B
BUPTYaJIbHOM
nHdpacTpykType, B TOM UUCJeE
aIMMHMCTPATOPOB
yIpaBJIeHMsa CpencTBaMy BUPTyaJaM3alun
3CB.2 | YnpaBiieHUe OOCTYIIOM CyDBEKTOB + +
mocTyla K
obBexkTaM IOOCTylla B BUPTyaJIbHOM
MHPpacTpyKType,
B TOM UYMCJI€ BHYTPM BUPTYAJIbHEIX MallMH
3CB.3 | PerucTpauusa CcOOETUNM 0Oe30IIaCHOCTM B +
BUPTYaJIbHOM
nHdpacTpyKType
3CB.4 | YopaeJjieHre (QuiabTpaluMsa, MapupyTu3alumusd,
KOHTPOJIb
coenmMHeHMd, OIHOHAIIpaBJIEHHAsd lepenayda)
IoToKaMm
vHQOPMaLN MeXIy KOMIIOHEHTaMM1
BUPTYaJIbHOM
VHOPaCTPYKTYPH, a Takxe 1o
IepUMETPY
BUPTYaJIbHOM MHOPACTPYKTYPEL
3CB.5 | JoBepeHHasa B3Barpys3ka CepBEpPOB
BUPTyalIM3alLuy,
BUPTYyaJIbHOM MallMHBL (koHTelMHepPA) ,
CepBepoB
yHnpabBJIeHMA BUPTyalM3auuemn
3CB. 6 | YnpaBiieHue repeMeleHreM BUPTYAaJIbHBIX
MallH
(koHTelHepoB) M oOpabaTHBaeMbIXx Ha HUX
IOAaHHBIX
B3CB.7 | KOHTPOJb LEJIOCTHOCTU BUPTYAJIBHOWM
MHOPaCTPYyKTYPEL
1 ee KOHQUIypauum
3CB.8 | Pe3epBHOE KONMPOBAaHME IaHHHX,
pes3epBMpOBaHME
TEXHUYECKMX CPEenCTB, NIPOTPaMMHOTIO
obecrnieueHussa
BUPTYaJIbHOM MHOPACTPYKTYPH, a TaKxe
KaHaJIOB
CBSA3Y BHYTPM BUPTYAJIbHOM MHOPACTPYKTYPBL
3CB.9 | Peanuzaumsa M ylIpaBJIeHME aHTUBUPYCHOM +

3alUTON B
BUPTYaJIbHOM MHOpaCTPpyKType




3CB.10

PazbueHue BUPTYaJIbHOM
NHOPaACTPYKTYPEL Ha

CETMEHTH (cerMeHTUpPOBaHUE
BUPTYaJIbHOM

VHOPACTPYKTYPH) ons obpaboTkmM
nHOOPMaLIVM

OTIEJIbHEIM [10JIb30BaTEJIEM " (vm)
TPYINON

IoJIb30BaTeJIen

XII. 3BammTa TEexXHUUYECKUX CPencTB

(3TC)

3TC.1 | BammTa mHOopMauuy, obOpabaTElBaeMOM
TEeXHUUECKUMU
cpencTBaMM, OT €€ YTEeUKM I10 TEeXHUUECKUM
KaHajlaMm

3TC.2 | OpraHmusauus KOHTPOJMPYEMOM BOHH, B + + + +
npenejax
KOTOPOM IIOCTOSHHO pasMelmanTcs
CTalMOHapPHEIE
TeXHUUEeCKHUe cpencrTea,
obpabaTeBanLMe
vHQOPMaLMIo, M CpencTea 3allTH
vHOOPMaLMM, a
Takxe CpeIcTBa oOecledeHUd
OYHKUMOHMPOBAHUSA

3TC.3 | KoHTpoNb M yoOpaejieHMEe OQUBUUECKUM + + + +
OOCTYIIOM K
TexXHUYUECKUM cpencTBayM, cpencTBaM
BalMTH
nHbpopMaLnM, cpencTBaM
obecrnedeHussa
OYHKUMOHUPOBAHUA, a TaKxe B
IOMEeleHU A 1z
CoopyXeHUs, B KOTOPEIX OHU
YCTaHOBJIEHH,
VCKJIIYanme HECAaHKIVMOHVPOBAaHHEIM
bmsmUecKuUm
OOCTYIL K cpencTBaM obpaboTku
nHbopMaLMM,
cpencTBaM 3aUMTH nHdopMaL UM 128
cpencTBam
obecrneuyeHussa OYHKUMOHUPOBAHUA
nHGOPMalMOHHOM
CUCTEMEl U I[IOMEUIEHMS U COOPYXeHMS, B
KOTOPEIX OHU
YCTaHOBJIEHEL

3TC.4 | PasMemeHme YCTPOMCTB BEIBOIIA + + + +
(oToDpaxeHUs)
nHbpopMalLMM, MCKJOUaplee ee
HECAaHKUMOHMPOBAaHHBIM
IPOCMOTP

3TC.5 |3ammTa  OT BHEMHUX BOBIEVICTBUN +
(BO3ImeMCTBUM
oKpyXawuen cpensl,
HeCcTabuJIbHOCTHU
BIJIEKTPOCHADXEeHMS, KOHOMLVOHMPOBAHMA
128 VIHBIX

BHeEUWHKX (QaKTOPOB)

XIII. 3ammTa MHOOPMALMOHHOM CMCTEMEH,
CUCTEM CBA3M M Iepeladr IOaHHEX

ee cpexncTs,
(3UC)




3uc.1

PazgnesyieHre B MHQOPMALMOHHOM CHUCTEME
byHKUUM IO

yIpaBJIeHMIn (aIMMHUCTPUPOBAHUIO)
“HOOPMAaLIMMOHHOM

CUCTEeMOM, YIIPaBJIEHUIO
(aOIMMHVCTPUPOBAHMIO)

CUCTeMOMN BalUTE nHdpoOpMaLMM,
OYyHKUMUM o

obpaboTke nHdopMaL UM u MHEBIX
byHKLMM

VHOOPMAaLVMOHHOM CKCTEMEL

3UC.2

[lpenoTBpalleHNE 3aOEPXKN VI
[IPEPEIBaHN S

BHIIIOJIHEHMS IPOLIECCOB C  BBEICOKMM
MIPVOPUTETOM  CO

CTOPOHH IIPOLIECCOB C HUBKKYM [IPUOPUTETOM

3UC.3

ObecrneueHre 3BalMTEH MHOOPMALMM OT
PacKpeTHUA,

MoOubMKauum " HaBA3BIBAHUA (BBOOA
JIOXHOM

nHPopMaLMM) HOpM e€e Iepenade
(momroToBkKe K

nepenade) INO KaHajlaM CBA3M, MMELIVM
BEIXOX 3a

npenejyiel  KOHTPOJMPYEMOM  3OHH, B
TOM uucie

OeCcrnpoBOOHEIM KaHajlaM CBA3U

3UC. 4

ObecrnieueHMe IOOBEPEHHHIX KaHala,
MapupyTa Mexny

AIMMHMCTPATOPOM, I[OJIb30BaTeJIleM u
cpencTeaMu

3alIMTE vHQOPMaLN (byHKUIMAMM
6es30nacHOCTHU

CpPenCcTB 3auuTH KMHOOPpMaLUM

3UC.5

)
3anpeT HEeCAaHKUMOHMPOBAHHOM yHaJIeHHOM
AKTMBALIMN
BUIEeOKaMep, MUKPOPOHOB U VIHEIX
neprdepmUMHEIX
YCTPOMCTE, KOTOPHE MOTYT
AKTUBMPOBATBECH
yHaJIeHHO, n ONOBEleHNe
OJIb30BaTeJIEN ]}
aKTUBALUMM TaKMX YCTPOMCTB

3UC.6

[lepenavua u KOHTPOJIb LIeJIOCTHOCTH
aTpubyToB

foesonacHoOCTM (MeTok Oes30InacHOCTH),
CBAB3AHHEIX C

nHpopMaumelt, npu oBMeHe MHOOpMaLMeN
C WHEIMU

MHOQOPMAaLMOHHEIMY CUCTEMaMU

3UC.7

KouTposnb CaHKLMVOHMPOBAHHOT'O u
UCKJIIOUEeHHUEe

HECAHKLUVOHMPOBAHHOT'O MCIIOJIb30BaHUA
TEeXHOJIOTUMN

MOOMJIBHOTO KOZa, B TOM Jurcrie
perucTpaumnsa

COOBITUM, CBS3aHHBIX C MCIIOJIb30BaAHUEM
TEeXHOJIOT UM

MOOMJIBHOT'O KOIA, MX aHaumMs u
pearupoBaHue Ha

HapyleH s, CBABaHHEE c
MCIIOJIb30BaHMEM

TEeXHOJIOTUM MOOMJIBHOTO KoOIa




3UC.8

KoHTpoOJb CaHKLUMOHMPOBAHHOTO 128
VCKJIIOUeHMe

HECAaHKIUMOHMPOBAHHOT'O MCIOJIb30BaHUI
TEeXHOJIOTUMN

nepenauymM peum, B TOM UMCJIE PerucTpalmus
cobrITUM,

CBSI3AaHHEIX C MCIIOJIB30BAHMEM TEXHOJIOT'UM

nepenaum
peynr, ¥MX aHalIMs3 U pearypoBaHME Ha
HapyleHus,
CBAB3AHHEIE C MCIIOJIb30BaHMEM TEXHOJIOTUM
nepenaum
peun

3MC.9 | KOHTPOJb CaHKLMVOHMPOBAHHOM u
VCKJIOUEeHNKE
HECaHKLUMOHMPOBAHHOM [epelauu
BUIOeouHbOpMaLUM, B
TOM UMCJIe perucTpauma COOBITUI,
CBSABAaHHEIX c
nepenauen BUIeouHbOPMaLIUY, nx
aHamnms 128
pearupoBaHue Ha HapyleHus,
CBs3aHHHE c
nepenaudey BUIeOMHOOPMALIUN

3MC.10 | looTBepXIcHMKE IPOUCXOXIOEHMUS
VMCTOYHMKA
yHboOpMaLuMM, I[IOJiydaeMoy B IIpolecce
onpemnesyieHUS
CeTeBEX anpecos 1o CeTeBHM
VIMeHaM ZnpeZi
onpeneJyieHMs CeTeBhIX MMeH 10 CEeTEBEM
agpecam

3UC.11 | OBbecneueHKe HNOOJIMHHOCTN CeTeBBIX
CoeOVHEeHUN
(ceaHCOB B3aMMOIOEWVCTBUSA), B TOM
uucie s
3alUTE OT I[IOJIMEHEI CETEBHX YyCTPOMCTB U
CEepPBMCOB

BUC.12 | IckyoYeHMe BO3MOXHOCTM OTPMULAHUA
I0OJIb30BaTeJIEM
baxTa oTHpaBKM MHOOPMALMM IOPYIOMY
[10JIb 30BaTeJI0

BUC.13 | IckypnYeHe BO3MOXHOCTM OTPMULAHUSA
I0OJIb30BaTeJIEM
baxTa [IOJIyYEeHUS vHQOPMaLM oT
OpyToTro
[10JIb30BAaTeJIA

B1C.14 |Micnonb30BaHMe YCTPOMCTB TEPMMHAJIBLHOTO
mocryna
nnsa obpaboTky mMHOOPMAaLM

3UC.15 | BaumTa apxXMBHEX (QanjioB, IapaMeTpoB
HaCTPOMUKM
CpencTs BAUUTEL vHQOPMaLM u
IPOTPaMMHOTO
obecrnieuyeHrss ¥  MHBIX IOAaHHBIX, He
nonjiexammx
M3MEHEHMI B Ipollecce o0paboTKM
vHOOPMaLM

3WC.16 | BesgBiieHue, aHaJms n
OJIOKMPOBaHME B
MHQOPMALMOHHOM CUCTEME CKPETEX KaHaJIOB
nepenaum

nHbpopMauMmM B 00XOI peayiM30BaHHEIX




MEp BallMThH

nubopMauuM MM BHYTPU paspeleHHbX
CeTeBHIX

IIPOTOKOJIOB

3UC.17

PazbueHre MHOOPMALMOHHOM CMCTEMBl Ha
CEeTMEHTEH

(cerMeHTHUPOBAHUE YHOOPMAaLIMMOHHOM
CUCTEME) u

obecneueHue 3auUTH IepPUMETPOB
CEeTMEeHTOB

VHOOPMALMOHHOM CMUCTEMEL

3UC.18

ObecrnedueHre 3arpy3KM UM  MCIOJIHEHUS
OpOTPaMMHOTIO

obecrnedyeHusa C MallMHHEIX HOCUTEJIeN
nHdopMaumm,

OOCTYIIHBIX TOJBKO niisa UTEeHUHd, n
KOHTPOJIb

LEeJIOCTHOCTM HOAHHOT'O NPOI'PaMMHOIO
obecrnedyeHusda

31C.19

V3oyaumsa  I[POLIeCCOB  (BEBIIOJIHEHME
oporpaMMm) B
BHIEJIEHHOM 00JacTy IaMAaTH

3UC.20

BamnTa O0eCHPOBONHEIX COEeIOVMHEHUN,
IIPVIMEHAEMEBIX B
MHOOPMALIMOHHOM CUCTEME

3UC.21

VckJoueHye »OOCTyla [IOJb30BaTessd K
nHdpoOpMaLMM,

BOBHUKIIEY B pe3yJibTaTe OeUCTBUN
NpeIenymero

IOJIb30BAaTEJII Uepes PEeCTPH, OIepaTUBHYI
IaMsaThb,

BHEIIHME 3aloMMHawmye YCTPOMCTBa U
VHEIE Obmue

oiisa IoJIb30BaTeJIeEN pecypcCEl
nHOOPMaLMOHHOM

CUCTEMEH

BUC.22

BammTa MHOOPMaLMOHHOM CHCTEMEL oT
yIpos3

0e30nacHOCTM MHOOpMAaLUM, HallpaBJIEHHEIX
Ha OTKas

B OOCJHyXMBaHMUM MHOOPMALMOHHOM CMCTEMEL

3UC.23

BammTa nepuMmerpa (busmuueckux u (MJIM)
JIOTUYE CKUX

TPaHMIL) nHGOPMalMOHHOM CUCTEMEL
npu ee

B3aMMOIENCTBUN c VIHBIMU
MHOOPMaLMOHHBIMM

cucreMaMu M MHOOPMALMOHHO-—
TeJIEKOMMYHMKALMOHHBIMM

ceTaMmn

3UC.24

lIpekpaleHne CEeTEBHX COeIMHEeHMUM [0 UX
3aBepleHUn

W o VCTEeYeHUun 3aIaHHOTO
onepaTopoM

BPEMEHHOTO VMHTepBasa HEAaKTUBHOCTU
CceTeBoOTO

coenMHeHus

3UC.25

Vlcrioslb30BaHue B MH(:DOpMaLLMOHHOﬁ cucreMe
i ee

cerMeHTax Pa3JIMYHEIX TUIIOB
obuecrucTEMHOTO,
NPUKJIIAOHOTO n CHeluraJlbHOT'O

IPOTPaMMHOT'O




obecrneueHusa (Co3IaHME T'eTEePOT'eHHOM
cpensl)

BUC.26 | icniosb30BaHMeE NIPUKJIAOHOTO 128
CrieumaJibHOT'O

OpOTPaMMHOTO oOfOecledeHus, UMeIUX
BO3BMOXHOCTb

OYHKUMOHUPOBAHUSA B cpenmax
Pa3JIMUYHEIX

ONEepPAaLMOHHEIX CUCTEM

3UC.27 | CosmaHmue (pMyTauMS) JIOXHEIX
“HOOPMAaLIMOHHEIX

CUCTEM WM UX KOMIIOHEHTOB,
npenHas3HAaYeHHBX  IJIg

oDHapyXeHUSd, PpPerucTpauuu ¥ aHajams3a
OeMCTBUM

HapyumTesien B npolecce peanmuzaunm
yTpo3

BeszonacHOCTM MHOOPMALUM
3UC.28 | Bocnpou3BeneHne JIOXHBEIX U (MJIM) CKPHTHKE

VIC TUHHEBIX
OTIHEeJIbHEIX MHOOPMALMOHHBEIX TEXHOJIOTUMN

u (m1m)

CTPYKTYPHO-QYHKIIMOHAJIbHBIX

XapaKTEPUCTUK

MHOOPMAaLMOHHOM CHCTEME NI ee
CEeTMEeHTOB,

obecneuuBamliee HaBA3EBaHME HaAPYMWMUTEIIO
JIOXHOT'O

npencraBileHus 06 MCTVMHHEIX
MHOOPMaLMOHHEBIX

TEeXHOJIOTUAX U (m11m) CTPYKTYPHO-
GYyHKUMOHAJIbHEIX

XapakKTepUCTUKax MHOOPMALMOHHOM CHUCTEMBL
BUC.29 |lepeBon mMHOOPMALMOHHOM CUCTEMEl UM e€e
YCTPOMCTB

(KOMIIOHEHTOBRB) B 3apaHee
OlpeneJIeHHYI

KOoOHGUTYypauumon, oOecCHneurMBamllyd BaluTy
vHbOOpPMaLMM,

B CJlyyae BO3HMKHOBEHUU OTKAa30B
(cboesn) B

cucreMme BalMUTH nHbopMaLum
MHOOPMaLMOHHOM

CUCTEME

3UC.30 | BammTa MOOMIIbHEIX TeXHUUYECKUX + + +
CpencrTs,

IpUMEHSEMEIX B MHQOPMALMOHHOM CHUCTEME

"+" - mepa 3awmTbl MHGOPMaL MM BKALOYEHA B 6330BbIi HAOOP Mep ANA COOTBETCTBYIOLLErO Knacca
3aWMLLEHHOCTU MHPOPMALMOHHOWM CUCTEMDI.

Mepbl 3awuTbl MHPOpMaLMK, He 0BO3HAYeHHble 3HAKOM "+", NMpUMeHAlOTCA NpW aganTaumu
6a30Boro Habopa mep 1 yTOYHEHUWN afanTMpoBaHHOro 6a3oBoro Habopa Mep, a Takke npu paspaboTke
KOMMEHCUPYIOLWLMX Mep 3almTbl MHGOPMaLMK B MHGOPMALMOHHO CUCTEME COOTBETCTBYHOLLLErO Kaacca
3aLUMLLLEHHOCTH.




